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MOBILE TELEMEDICINE AND WIRELESS REMOTE MONITORING 
APPLICATIONS 
SUMMARY 
In this study, a mobile sample application is implemented by defining the related 
global standards formed for Telemedicine. The work is focused on recommendations 
of technology associated with a feasibility study.  
The project does not strictly recommend specific equipment vendors and products. 
Technological solution is discussed by examining the products in the marketplace 
and evaluation of specific products can be made based on the investigated solutions 
and defined standards accordingly.  
The project focuses on the wireless transmission of measured data from the patient to 
the receiving information system. Expanded definitions of physical measurement of 
biomedical parameters, the analysis and presentation of collected information are 
beyond the scope of this work.  
The medical aspect of patient handling and monitoring is not covered. The utilization 
of technological tools by medical staff and patients is the main concept.  
The project provides an overview of technological aspect of wireless remote 
monitoring and wearable health monitoring technologies for health care patients. The 
work leads to new approaches in early diagnosis, disease prevention and patient 
safety and is valuable for technology companies that acknowledge the health care as 
an outstanding market and esteem information about remote monitoring technology. 
Health care service and e-health entities that realize wireless patient monitoring as an 
important component in order to have many benefits including cost savings and 
improved patient service can refer to this work. 
 xii
MOBİL TELETIP VE KABLOSUZ UZAKTAN İZLEME UYGULAMALARI 
ÖZET 
Tezin ana amacı, Teletıp’ın Dünyada ve Türkiye’de hangi standartlar ile 
yapılabileceğini ortaya koyarak mobil örnek bir uygulamanın çalıştırılıp sonuç elde 
edilmesidir. Proje, bir fizibilite niteliğinde teknoloji tavsiyeleri üzerinde 
odaklanmaktadır. 
Projede belirli ürün veya üreticiler tavsiye edilmemektedir. Piyasadaki ürünler ele 
alınarak teknolojik çözüm tartışılmaktadır. 
Çalışma, hastadan ölçülen bilgilerin kablosuz iletimi üzerinde durmaktadır. 
Biyomedikal parametrelerin  fiziksel ölçümünün geniş bir şekilde tanımlanması ve 
detaylı analizi bu çalışmanın kapsamının dışındadır. 
Hastaların tedavisi, bakımının tıbbi açıdan geniş bir şekilde değerlendirilmesi söz 
konusu değildir. Teknolojik cihazların tıbbi personel ve hastalar tarafından 
kullanılması ana konudur. 
Çalışma hastaların bakımı açısından kablosuz izleme sistemlerinin kapsamını ele 
almaktadır ve uzaktan sağlık hizmetlerinin önemini kavramış şirketler ve kurumlar 
için değerli bir kaynak niteliğindedir. 
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1. INTRODUCTION 
Increased requirements for health monitoring and the lack of available medical 
expertise in many areas of the world often require patients to travel to medical 
centers at considerable inconvenience and expense. Mobile telemedicine has now 
become a real possibility, but the issues of data integrity and security over normal 
Internet channels causes concern. Furthermore, the use of mobile technologies for the 
implementation of such systems holds a great promise but these do bring their own 
security challenges. Previous studies have highlighted the need for telemedicine to be 
cost effective, secure and convenient. However, the mobility restrictions imposed by 
the use of traditional landline carriers have been shown to be significant barriers to 
the practical adoption of remote services. The development of embedded mobile 
technologies in the health care marketplace can be considered as both evolutionary 
and revolutionary. Successful monitoring of remote patients has been undertaken, but 
the possibility of controlling the overall patient environment is still a major step 
forward. 
There are systems and solutions currently under development for collecting medical 
data from patients residing outside health institutions. It is desired that such systems 
are based on wearable sensor devices using wireless data transfer to send measured 
biomedical parameters to a central storage. Different types of sensors can be used for 
biomedical measurement, event monitoring and data driven alarms. Both the medical 
staff and the patient may have access to whole or part of the monitoring results. This 
will give the patient freedom of movement, increased involvement in monitoring 
their conditions and more control over their own care. Such a system enables medical 
staff to follow up patients actively and fluently when electronic communication can 
be used between the patient and the health care service.  
Telemedicine is a way by which patients can be examined, investigated, monitored 
and treated, with the patient and the doctor located poles apart. Telemedicine has 
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seen a tremendous growth in the recent years in countries like UK, U.S.A, Greece, 
Japan, Canada, Germany and now in developing countries like India where more than 
700 million people live in rural areas. The European Commission has defined 
telemedicine as “rapid access to shared and remote medical expertise by means of 
telecommunications and information technologies, no matter where the patient or 
relevant information is located”. 
The new face of telemedicine is also required due to an increase in aging population. 
The number of persons aged 60 years or older is predicted to be almost two billion by 
2050. As a result, patients don’t need to visit a hospital or their doctor so frequently 
which means lower health-care costs. It has been widely noticed that mobile devices 
are emerging as the stethoscopes of next generation healthcare industry. An 
introduction of embedded internet and mobile technology in healthcare industry 
introduces cost-efficient systems with optimal performance, high confidence, reduced 
time to market and faster deployment.  
1.1. Technology Overview 
Telemedicine is the delivery of health care services, where distance is a critical 
factor, by health care professionals using information and communications 
technologies for the exchange of valid information for diagnosis, treatment and 
prevention of disease and injuries, research and evaluation, and for the continuing 
education of health care providers, all in the interest of advancing the health of 
individuals and their communities. 
The notion of using telecommunications in the healthcare industry goes back to the 
early 1900's. There had been experiments using radio telecardiology from the 1910s, 
telephone-mediated telestethoscopy from the 1920s and radiology image transfer and 
videophone experiments from the early 1950s. 
The first generation of telemedicine using video conferencing began in the late 1950s 
with Dr. Cecil Wittson's microwave-mediated rural telepsychiatry program in 
Omaha, Nebraska, and with Dr. Albert Jutras' cable-mediated teleradiology program 
in Montreal. Telemedicine's second generation was based on the use of digital 
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compression and transmission technologies in the late 1980s, allowing point-to-point 
interactive videoconferencing to and from anywhere that had access to T1, fractional 
T1, ISDN lines and satellites. 
While the explosion of interest in telemedicine over the past four or five years makes 
it appear that it's a relatively new use of telecommunications technology, the truth is 
that telemedicine has been in use in some form or other for over thirty years. The 
National Aeronautics and Space Administration (NASA) played an important role in 
the early development of telemedicine. NASA's efforts in telemedicine began in the 
early 1960s when humans began flying in space. Physiological parameters were 
telemetered from both the spacecraft and the space suits during missions. These early 
efforts and the enhancement in communications satellites fostered the development 
of telemedicine and many of the medical devices in the delivery of health care today. 
NASA provided much of the technology and funding for early telemedicine 
demonstrations. 
Since the mid-1990s, telemedicine programs have become common throughout the 
world in nearly every specialty and area of healthcare-radiology, pathology, 
continuing education, homecare, emergency care, mental health, rehabilitation, 
cardiac monitoring and every medical and surgical specialty. Technologies have 
ranged from high-band with interactive video to low-bandwidth wireless and mobile. 
Figure 1.1 shows the spread of wireless communications whereas Figure 1.2 
summarizes the evolution of terrestrial and wireless systems in respect to today’s 
technology. 
 
Figure 1.1 : Spread of Wireless Communications [1] 
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The wireless remote monitoring is collecting medical data from patients residing 
outside health institutions and mobile telemedicine systems are based on wearable 
sensor devices using wireless data transfer to send measured biomedical parameters 
to a central storage. This definition clearly states that the patient is residing outside 
the health institution. The patient’s medical data and the measured biomedical 
parameters are collected by wearable sensor devices and that these measurements are 
wirelessly transferred to a central storage facility.  
The purpose of monitoring patients outside the health institution has no single 
answer. There are multiple reasons for moving part of health care to the patient, 
rather than moving the patient into the institution.  
Technology of Today
Telecommunications Complexity
• ISDN
1950 1955 1960 1965 1970 1975 1980 1985 1990 1995 2000+
75 bps
1200 bps
Data Rates
IBM's Token Ring
16 MbpsEthernet(IEEE 802.3)
10 Mbps
Direct Access 300 bps
Dial-Up
Early Modem Access
100 Mbps
10 bps
100 bps
1 Kbps
10 Kbps
100 Kbps
1 Mbps
10 Mbps
1 Gbps
10 Gbps
ATM/SONET 
Networks
10 Gbps+
& OC-768 WDM 2005
9.6 Kbps
Modem Access
Fast Ethernet
100 Mbps
FDDI
100 Mbps
X.25
56 Kbps
 3G Wireless
256Kbps - 2Mbps+ 
•RAM (8Kbps)
•ARDIS (4.8 - 19.2Kbps)
AMPS (Analog)
Wireless Systems
100 Gbps
 LMDS/MMDS - Local/Multichannel Multipoint Distribution System Wireless 
(unlicensed - 2.4 -2.5 GHz bands, licensed-2.4 - 38 GHz bands  with Data rates in the 1.5 to 155Mbps range)
 RAM - Radio Analog Mobile Service
 ARDIS - Advanced Radio Data Information Service 
 AMPS - Analog Mobile Paging System
 LMDS/MMDS Wireless
2.4 - 38 GHz upper band, 1.5-
155 Mbps
 
Figure 1.2 : Technology of Today-Telecommunications Complexity [2] 
In one aspect, the patient can be monitored without being hindered in normal 
activities. Many patients have the need for monitoring of their health condition. To 
be able to continue with their everyday lives while being monitored will increase 
quality of life, and also help monitor symptoms in the patient’s natural setting. This 
will reduce missed days at school and work, and health related restrictions on daily 
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activities are minimized. Remote monitoring also often leads to increased security 
and comfort on part of the patient and other family members as the patient can stay at 
home.  
Another reason is that the quality of the care may be improved. As described in an 
article concerning the Citizen Health System (CHS) [3]: “Health delivery practices 
are shifting towards home care. The reasons are many, including better possibilities 
for managing chronic care, controlling health delivery costs, increasing patient’s 
quality of life and quality of health services. In addition there is added the distinct 
possibility of predicting, and thus avoiding, serious complications”. 
Yet another advantage of letting the patient to be monitored outside the institution is 
that the hospital bed which would otherwise be taken now remains free for the usage 
of other patients. This can increase hospital capacity and consequently increase the 
revenue.  
1.1.1. Communication Infrastructure 
In general the transmission media in telemedicine applications can be utilized by the 
following solutions. 
• PSTN Telephone/Modem (56 Kbps) 
• ISDN (128 Kbps) 
• Leased Line (TDM, DXX; 64 Kkbps – 2Mbps) 
• Frame Relay (512 Kbps)  
• DSL (128 Kbps – 32 Mbps) 
• Broadcast, TV/Radio 
• GSM/GPRS (171.2 Kbps), EDGE, 3GSM 
• Satellite Links (9,6 Kbps – 622 Mbps) 
• E1 (30x64 Kbps) 
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Since mobile telemedicine applications require a wireless medium, GSM/GPRS 
technology is arising as a leading feasible solution with its ubiquity, cost 
effectiveness and integration with Internet. The internet is a medium to be considered 
due to ubiquity of its world. The device used for monitoring patients always needs to 
be connected remotely so GPRS has been considered for its “always on” capability.  
1.1.2. Overview of GSM - GPRS 
GSM is an open, digital cellular technology used for transmitting mobile voice and 
data services. GSM differs from first generation wireless systems in that it uses 
digital technology and time division multiple access transmission methods. GSM is a 
circuit-switched system that divides each 200 kHz channel into eight 25kHz time-
slots. GSM operates in the 900MHz and 1.8GHz bands in Europe and the 1.9GHz 
and 850MHz bands in the US. The 850MHz band is also used for GSM and 3GSM in 
Australia, Canada and many South American countries. GSM supports data transfer 
speeds of up to 9.6 kbit/s, allowing the transmission of basic data services such as 
SMS (Short Message Service). Another major benefit is its international roaming 
capability, allowing users to access the same services when travelling abroad as at 
home. This gives consumers seamless and same number connectivity in more than 
200 countries. GSM satellite roaming has also extended service access to areas where 
terrestrial coverage is not available [3]. 
The first step in the history of GSM development was achieved back in 1979, at the 
World Administrative Radio Conference, with the reservation of the 900-MHz band. 
In 1982 at the Conference of European Posts and Telegraphs (CEPT) in Stockholm, 
the Groupe Spécial Mobile was created, to implement a common mobile phone 
service in Europe on this 900-MHz frequency band. Currently the acronym GSM 
stands for Global System for Mobile Communication; the term "global" was 
preferred due to the intended adoption of this standard in every continent of the 
world. 
The proposed system had to meet certain criteria, such as: 
• Good subjective speech quality (similar to the fixed network); 
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• Affordability of handheld terminals and service; 
• Adaptability of handsets from country to country; 
• Support for wide range of new services; 
• Spectral efficiency improved with respect to the existing first-generation analog 
systems; 
• Compatibility with the fixed voice network and the data networks such as ISDN; 
• Security of transmissions; 
• Digital technology was chosen to ensure call quality. 
The basic design of the system was set by 1987, after numerous discussions led to the 
choice of key elements such as the narrowband time-division multiple access 
(TDMA) scheme, or the modulation technique. In 1989 responsibility for the GSM 
was transferred to the European Telecommunication Standards Institute (ETSI). ETSI 
was asked by the EEC to unify European regulations in the telecommunications 
sector and in 1990 published phase I of the GSM system specifications (the phase 2 
recommendations were published in 1995). 
The first GSM handset prototypes were presented in Geneva for Telecom '91, where 
a GSM network was also set up. Commercial service had started by the end of 1991, 
and by 1993 there were 36 GSM networks in 22 countries.  
GSM (Global System for Mobile communications) is the technology that underpins 
most of the world's mobile phone networks. The GSM platform is a hugely 
successful wireless technology and an unprecedented story of global achievement and 
cooperation. GSM has become the world's fastest growing communications 
technology of all time and the leading global mobile standard, spanning 210 
countries.  
Today, GSM technology is in use by more than one in five of the world's population - 
by mid-March 2006 there were over 1.7 billion GSM subscribers, representing 
approximately 77% of the world's cellular market. The growth of GSM continues 
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unabated with almost 400 million new customers in the last 12 months. Today's GSM 
platform is living, growing and evolving and already offers an expanded and feature-
rich 'family' of voice and multimedia services. 
The thousands of pages of GSM recommendations, designed by operators and 
infrastructure and mobile vendors, provide enough standardization to guarantee 
proper interworking between the components of the system. This is achieved by 
means of the functional and interface descriptions for each of the different entities. 
The GSM today is still under improvement, with the definition of new features and 
evolution of existing features. This permanent evolution is reflected in the 
organization of the recommendations, first published as phase I, then phase II and 
phase II+, and now published with one release each year (releases 96, 97, 98, 99, and 
releases 4 and 5 in 2000 and 2001). 
As stated, responsibility for the GSM specifications was carried by ETSI up to the 
end of 1999. During 2000, the responsibility of the GSM recommendations was 
transferred to the Third Generation Partnership Project (3GPP). This world 
organization was created to produce the third-generation mobile system 
specifications and technical reports. The partners have agreed to cooperate in the 
maintenance and development of GSM technical specifications and technical reports, 
including evolved radio access technologies [e.g., General Packet Radio Service 
(GPRS) and Enhanced Data rates for Global Evolution (EDGE)].  
1.1.2.1. Brief History of GSM 
History of GSM is chronologized as follows.  
1982: Groupe Speciale Mobile (GSM) is formed by the Confederation of European 
posts and Telecommunications (CEPT) to design a Pan-European Mobile 
Technology. 
1984: GSM Project endorsed by the European Commission 
1985: West Germany, France and Italy sign a joint development agreement for GSM 
1986: EU Heads of State agree to reserve 900MHz spectrum band for GSM 
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1987: GSM Memorandum of Understanding (MoU) formed, comprising 15 members                                    
from 13 countries committed to deploying GSM 
1988: GSM technology proven in validation trials 
1989: GSM defined as the internationally accepted digital cellular telephony standard 
by ETSI 
1990: GSM adaptation work started for the DCS 1800 band 
1991: First GSM call made by Radiolinja in Finland 
1992: Telstra Australia becomes the first non-European operator to sign the GSM 
MoU 
• First international roaming agreement signed between Telecom Finland and 
Vodafone (UK) 
1993: 32 networks on air in 18 countries or territories 
• First truly hand portable terminals are launched commercially 
1994: GSM Phase 2 data/fax bearer services launched 
• GSM MoU membership surpasses 100 operators 
1995: GSM MoU is formally registered as an Association with 117 networks on air 
• Fax, data and SMS services are launched 
1996: First GSM networks in Russia and China go live 
• Pre-paid GSM SIM cards launched 
1997: 15 GSM networks on air in the USA using the 1900MHz band 
• First tri-band handsets launched 
1998: Global GSM subscribers surpass 100 million 
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1999: WAP trials begin in France and Italy 
• Contracts placed for GPRS systems 
2000: First commercial GPRS services launched 
• 3G licence auction commence 
• First GPRS handsets enter the market 
• Five billion SMS messages sent in one month 
2001: First 3GSM network goes live 
• GSM Association launches M-Services Initiative 
• Fifty billion SMS messages sent in first three months 
• GSM subscribers exceed 500 million 
2002: GSM technology introduces 800MHz band 
• First Multimedia Messaging Services go live 
• 95% of nations worldwide have GSM networks 
• 400 billion SMS messages sent in the year 
• GSMA creates new CEO-level Board 
2003: First EDGE networks go live 
• Membership of GSM Association breaks through 200-country barrier 
• Over half a billion handsets produced in a year 
2004: GSM surpasses one billion customers. 
• More than 50 3GSM networks live 
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• GSM Association and Ovum announce market data venture: Wireless 
Intelligence 
2005: GSM surpasses 1.5 billion customers 
• GSM dominates over 3/4 of wireless market 
• First HSDPA network goes live 
• Over 100 3GSM networks launched 
• 120+ 3GSM handset models launched or announced 
• First ever sub-$30 mobile phone announced for emerging markets 
2006: Heading towards 2 billion GSM customers 
• Further HSDPA network launches 
Figure 1.3 gives a general overview of Turkey’s Telecommunications Sector pointing 
out the penetration of  GSM [4]. 
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Figure 1.3 : Turkey Telecommunications Sector  
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1.1.2.2. GPRS 
GPRS (General Packet Radio Service) is the world's most ubiquitous wireless data 
service, available now with almost every GSM network. GPRS is a connectivity 
solution based on Internet Protocols that supports a wide range of enterprise and 
consumer applications. With throughput rates of up to 40 kbit/s, users have a similar 
access speed to a dial-up modem, but with the convenience of being able to connect 
from anywhere. GPRS customers use advanced, feature-rich data services such as 
colour Internet browsing, e-mail on the move, powerful visual communications such 
as video streaming, multimedia messages and location-based services [5]. 
The challenge in using GPRS as a channel lies in its nature. It is designed for 
"bursty" traffic rather than continuous streaming of data and has a variable channel 
capacity. The network theoretically has a bandwidth of up to 171.2 kbps. However, 
this is reduced in practice due to a large number of known and unknown factors. The 
service providers do not tend to give all the 8 channels to GPRS data transfer and 
thus it is usual for it to be between one and four. Additionally, to ensure reasonable 
quality of service, variable coding schemes are implemented and the uplink and 
downlink channels are also dynamically allocated. 
In addition, there are issues of modem class, which defines the number of channels 
that can be aggregated, depending on availability. Some of these factors are under the 
control of the user, but many are not. Probably the most difficult parameter to define 
is the number of potential concurrent users. This depends on several factors that are 
totally outside the control, or even knowledge, of the user. Thus, it can be stated that 
the actual transfer rate for a GPRS connection depends mainly on three things which 
are the system-differences in transfer rate in one time-slot between operators, the 
modem-the maximum number of time-slots supported by the modem and traffic- 
depending on the load on the GSM system in the area where GPRS is used, the 
transfer rate can be less than the modem actually can handle because the voice calls 
have higher priority than GPRS connections in the GSM system. 
Other mobile channels could be considered, such as that provided by Mobitex but the 
issues in Mobitex and other mobile and terrestrial solutions include lack of roaming, 
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ubiquity, cost effectiveness and difficulty in implementing TCP/IP over the channels. 
GPRS has several important features from an end user’s perspective. 
With GPRS, the information is split into separate but related "packets" before being 
transmitted and reassembled at the receiving end. Packet switching means that GPRS 
radio resources are used only when users are actually sending or receiving data and 
thus network resources and bandwidth are only used when data is actually 
transmitted though it is theoretically said to be always connected [14]. This efficient 
use of scarce radio resources means that large numbers of GPRS users can potentially 
share the same bandwidth and be served from a single cell. Also, another advantage 
is the fact that the user is charged only for the amount of data transferred and not for 
the time connected to the network. 
In theory, GPRS facilitates instant connections, providing immediate information 
transmission and reception. As no dial-up modem connection is required, GPRS 
users are often referred to be as being "always connected".  
The security function in GPRS provides three main benefits; it guards against 
unauthorised GPRS service usage (authentication and service request validation), it 
provides user identity confidentiality (temporary identification and ciphering); and it 
provides user data confidentiality (ciphering). 
For operators, the adoption of GPRS is a fast and cost-effective strategy that not only 
supports the real first wave of mobile Internet services, but also represents a big step 
towards 3GSM (or wideband-CDMA) networks and services. 
Further enhancements to GSM networks are provided by Enhanced Data rates for 
GSM Evolution (EDGE) technology. EDGE provides up to three times the data 
capacity of GPRS. Using EDGE, operators can handle three times more subscribers 
than GPRS; triple their data rate per subscriber, or add extra capacity to their voice 
communications. EDGE uses the same TDMA (Time Division Multiple Access) 
frame structure, logic channel and 200 kHz carrier bandwidth as today's GSM 
networks, which allows it to be overlaid directly onto an existing GSM network. For 
many existing GSM/GPRS networks, EDGE is a simple software-upgrade.  
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EDGE allows the delivery of advanced mobile services such as the downloading of 
video and music clips, full multimedia messaging, high-speed colour Internet access 
and e-mail on the move. 
Due to the very small incremental cost of including EDGE capability in GSM 
network deployment, virtually all new GSM infrastructure deployments are also 
EDGE capable and nearly all new mid- to high-level GSM devices also include 
EDGE radio technology. The Global mobile Suppliers Association (GSA) states that, 
as of April 2006, there were 139 commercial GSM/EDGE networks in 78 countries, 
out of a total of 192 EDGE deployments in 102 countries. The regional breakdown of 
commercial EDGE networks is 59 in Europe, 45 in the Americas and Caribbean, 21 
in Asia, and 14 in Africa and the Middle East. The GSA notes that 212 EDGE 
devices are launched in the market, including 34 devices supporting both EDGE and 
3GSM/W-CDMA, and 10 devices supporting EDGE and W-CDMA/HSDPA. 
3GSM is the latest addition to the GSM family. 3GSM enables the provision of 
mobile multimedia services such as music, TV and video, rich entertainment content 
and Internet access. The technology on which 3GSM services are delivered is based 
on a GSM network enhanced with a Wideband-CDMA (W-CDMA) air interface - 
the over-the-air transmission element. Global operators, in conjunction with the 3G 
Partnership Project (3GPP) standards organisation, have developed 3GSM as an open 
standard [3]. 
1.1.3. Mobile Solutions 
Wireless monitoring in mobile telemedicine challenge the usage of smartphones. A 
smartphone is an electronic handheld device that integrates both the functionality of  
a mobile phone and a personal digital assistant (PDA) or some other information 
appliance. Some of the most popular PDA functions include address books, calendars 
and task lists.  
One of the most important features of a smartphone is the possibility to install 
additional software. This enables developers to write their own software for the 
smartphones. The most common operating systems that run on these devices are 
Symbian, Palm OS, Windows Mobile, BREW and Linux. Since smartphones include 
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more advanced features they tend to be more powerful than regular mobile phones. 
Developers can come up with more advanced features in their software. Handling 
graphics, audio/video and implementing TCP/IP are easier due to the increased 
performance of the devices. 
Symbian phones with flexible, enhanced features and applications and biggest market 
share among smartphones should be evaluated at first place related with mobile 
telemedicine.  The company Symbian Ltd was established as a private independent 
company in June 1998 and has its headquarters in the UK. It has over 1000 staff with 
offices in Japan, Sweden, UK, USA and India. Symbian is owned by Ericsson, 
Nokia, Panasonic, Samsung, Siemens and Sony Ericsson. The Symbian OS is an 
operating system for smartphones and there are more than 39 million phones that 
already surfaced the market. In mid 2005, there were 54 different phone models from 
seven manufacturers and yet another 50 models being developed by eleven 
manufacturers. Symbian phones are built to be responsive, stable and to have good 
memory management. The concept is to have a phone that always performs 
flawlessly. Symbian implements factors seen in traditional OS such as a pre-emptive 
kernel with multi-tasking capabilities and the ability to install third party software by 
the user. 
1.1.4. Wireless Medical Sensors 
Independently of the transducer used (can be to measure a temperature, an electrical 
signal, a pressure, an optical signal…) a growing part of signal processing is now 
digital. The main differentiation between sensors resides in the analog part 
(amplification, filtering, sampling, frequency) and the digital processing to provide 
robust solutions with respect to noise or artefacts. For portability one also has to 
minimize power consumption as the transducers, the signal processing and wireless 
communication are all running on the same battery operated power supply.  
Bluetooth-enabled sensors are the main focus for mobile monitoring. Bluetooth 
(IEEE 802.15.1) is a low cost (< $5 per radio chip in large volumes), mature and safe 
technology. It was first introduced in 1994 by Ericsson as a way to connect mobile 
phones with accessories. Five companies formed the Bluetooth Special Interest 
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Group in 1998 (Ericsson, Intel, IBM, Toshiba and Nokia) and the first specification 
was drafted in 1999. The first retail products were marketed in 2001, the Bluetooth 
specification 1.2 was published in 2003 and Bluetooth 2.0 was released in 2005. 
It has now been established that wireless medical sensors provide the technical 
capability for real time continuous monitoring. This definitely provides patients with 
added security and greater comfort but it could lead to information overload for 
doctors and nurses who already have to “do more with less”. Therefore one has to 
approach the trials from an organizational point of view as well and show that these 
sensors provide benefits in terms of: 
• knowledge and support sharing: distribution of information to experts for 
improved decision making processes based on quantitative and historical data 
(interoperability) 
• “early warning system” which provides preventive approaches and faster reaction 
in crisis situation (intelligent agents) 
• reduced risks and personalized and tailored care according to the evolution of 
patient needs (better response to patient expectations) 
1.2. Aim of the Project 
The aim of the project is to implement a mobile sample application by defining the 
related global standards formed for Telemedicine. The work is focused on 
recommendations of technology associated with a feasibility study. 
The project will not strictly recommend specific equipment vendors or products. 
Technological solution is discussed by describing some of the products in the 
marketplace and evaluation of specific products can be made based on the 
investigated solutions accordingly. 
The project will focus on the wireless transmission of measured data from the patient 
to the receiving information system. Expanded definitions of physical measurement 
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of biomedical parameters, the analysis and presentation of collected information are 
beyond the scope of the work. 
The medical aspect of patient handling and monitoring will not be covered. The 
utilization of technological tools by medical staff and patients is the main focus. 
The project will provide an overview of technological aspect of wireless remote 
monitoring of health care patients. The work is valuable for technology companies 
that acknowledge the health care as an outstanding market and esteem information 
about remote monitoring technology. Health care service and e-health entities who 
realize wireless patient monitoring as an important component in order to have many 
benefits including cost savings and improved patient service can refer to this work. 
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2. WORLDWIDE APPLICATIONS, VENDORS AND STANDARDS 
Mobile telemedicine and wireless monitoring can benefit a wide range of patients. 
Heart parameters like ECG, blood pressure and pulse can be closely monitored in 
order to aid physicians in diagnosis and treatment of hear condition patients. For 
asthma/respiratory patients, parameters like blood oxygen level and respiratory rate 
can be monitored to assist physicians in setting diagnosis. By monitoring blood 
glucose and insulin levels, diagnosis and treatment of diabetes and its symptoms is 
possible. 
A remote monitoring system has many applications in the health care service: 
• Assistance in case of accidents and emergencies  
• Increased capacity and lower costs for hospitals  
• Assistance and monitoring in a home-care setting  
• Monitoring of chronically ill patients  
• Patient involvement in setting diagnosis  
• Medicine dosage adjustment  
• Physical state monitoring in sports  
• Monitoring of sporadically occurring symptoms  
• Emergency  
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2.1. Available Products 
The market is growing with manufacture of many different wireless medical sensor 
systems and remote monitoring products.  
2.1.1. ECG 
The 1 lead ECG design in Figure 2.1 and Figure 2.2 provided by Australian company 
Alive Technologies is well suited for arhythmia monitoring and cardiac 
rehabilitation. Software is available for recording and transmission on PCs, PDAs 
and smartphones [6].  
 
Figure 2.1 : ECG sensor by Alive Technologies [6] 
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Figure 2.2 : Alive Technologies ECG Sensor Characteristics [6] 
12 Lead ECG system by QRS Diagnostics shown in Figure 2.3 is already used in 
Switzerland for the recording and real time transmission of 12 lead ECG from 
emergency vehicles using GPRS technology. Software is available for signal 
visualisation on PCs and PDAs. The Universal ECG cable from QRS Diagnostics 
can be integrated with a Bluetooth adapter [7]. 
 
 
Figure 2.3 : 12 Lead ECG, QRS Diagnostics [7] 
2.1.2. Pulse Oximeter 
The Bluetooth oximeters can be used with either a finger or an ear probe. It can be 
necessary to incorporate an accelerometer in order to reduce motion artefacts as much 
as possible. In this respect, signal processing is also required. 
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Figure 2.4 : AIRES Project 
 
Figure 2.5 : Piconet 
The University of Malaga has also deployed Bluetooth oximeters at the Torrecardinas 
Hospital in Almeria as part of the AIRES project seen in Figure 2.4 as a prototype . A 
piconet as seen in Figure 2.5 is created and up to 7 devices can be concurrently 
communicating with one PC and up to 4 with a PDA because of processing power 
limitations [8].  
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In August 2005, the  Zurich University Hospital equipped an entire floor of the 
cardiovascular surgery clinic with Bluetooth oximeters for post operative monitoring 
of 40 patients. The goal is to monitor patients once out of the ICU and to provide real 
time data to doctors and nurses. A typical Bluetooth oximeter with ear probe is given 
in Figure 2.6. A wireless pulse oximeter with finger probe by Alive Technologies is 
given in Figure 2.7. 
 
Figure 2.6 : A Bluetooth oximeter with ear probe 
 
Figure 2.7 : A Bluetooth oximeter with finger probe. 
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2.1.3. Blood Pressure Sensor 
A & D UA 767 BT model which has an arm  pressure cuff can be a solution for 
wireless blood pressure monitoring. Characteristics are given in Figure 2.8. 
 
Figure 2.8 : A&D UA 767 BT Blood Pressure Monitor Characteristics 
2.1.4. Various Sensor Brands 
Corscience proposes a complete set of Bluetooth systems ranging from oximeters, 
ECG with 3 electrodes or 12 lead , and a modem (V90, 56k) called Bluelink.  
Furthermore Corscience developed for risk patients the BodyPhone, an emergency 
call system with a large central button and a GSM module and Senior Track, a belt 
equipped with a GSM module and GPS in order to local patients suffering from 
dementia.  
The sampling frequency for the Bluetooth enabled ECG is 500 Hz, it has a Class 2 
radio (20 Meters) and two AA batteries provide up to 12 hours of operation. This 
ECG can also be coupled to an external defibrillator. 
Cardiosafe International’s subsidiary Auricall sells a Bluetooth enabled pulse 
oximeter designed and manufactured by Corscience that comes with an ear sensor, 
but the software available runs on Symbian phones. Auricall licensed the Corscience 
heart rate recorder as well. 
Nonin is marketing a Bluetooth enabled pulse oximeter-Nonin 4100 but it is 
equipped only with a Class 2 radio, has a sampling frequency of 75 Hz, comes with a 
finger sensor only, weighs 125 g. 
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Telzuit developed a system called  Biopatch shown in Figure 2.9. It is a 12 lead  ECG 
with Bluetooth and is approved by the FDA.  
 
Figure 2.9 : Biopatch developed by Telzuit 
Biopatch does not offer much convenience compared to standard electrodes as 
usually electrodes need to be adjusted in order to maximize amplitude of QRS 
complex mainly. 
IBM Research in Zurich presented the Mobile Health ToolKit in 2002. The solution 
includes Bluetooth ECG, blood pressure monitor, pill dispenser and relies on a Java 
middleware (Java J2ME MIDP2.0 and JSR 082) used as a personal hub between 
sensors and the back-end service management structure. 
The information extracted from each sensor is standardised by a driver in order to be 
integrated and treated by the application server independently of the brand of sensor 
as seen in Figure 2.10. 
Communication to the server is performed either via a mobile or a router/ ADSL 
access point running Java. A dongle containing the proper APIs is then necessary for 
interfacing with it. On the servers, the configuration is the following: 
- IBM WebSphere (application and portal) 
- IBM DB2 database 
- Interwoven Team Site content management system 
- Verify UltraSeek search technology 
- Java 2 enterprise edition 
The Graphical User Interface as shown in figure 2.11 is not very  sophisticated. 
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Figure 2.10 : IBM Mobile Health Toolkit 
 
Figure 2.11 : Graphical User Interface-IBM Mobile Health Toolkit 
Picomed manufactures a Bluetooth Holter, called CardioScout which is among the 
smallest. It weighs only 42g and its dimensions are 41 mm x 61 mm x 18 mm. These 
dimensions and low power consumption are made possible by an Application 
Specific Integrated Circuit specifically developed for ECG monitoring by the 
Fachhochschule Offenburg. 
The Cardioscout is a 2 electrode ECG with an SD memory card for long term 
recording. A software called Cardio Explorer is provided for data analysis.  
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RECOM Managed Systems, based in the USA has developed a 12 lead ECG with 
Bluetooth. The circuitry is centered around an MSP430 Microcontroller and it 
received FDA clearance in February 2004.  
Cardguard had signed a strategic development agreement with Samsung and 
announced a joint partnership with Humana for a new company named Sensei to 
monitor well being. It developed its own set of Bluetooth enabled sensors; ECG (A 
channel or 12 lead), spirometer, glucometer, oximeter and scale. 
Toumaz, based in UK has developed an ultra low chip-the AMx to be incorporated in 
its range of sensors called Sensium. It uses a proprietary communication protocol at 
900 MHz; the  power consumption is about 3 mA in transmission. There needs to be  
special secondary unit placed within a phone to be able to receive and decode the 
signal from the sensor. Testing has started in Spring 2006. 
Hewlett Packard recently presented two studies to monitor ECG along with 
accelerometer data for activity recording. 
HP is also are integrating the data with a software called Biostream for multi-patient, 
real-time, physiological signal monitoring, analysis, indexing and visualization. Built 
on top of a general purpose stream processing software architecture, the system 
processes data using plug-in analysis components that can be easily composed into 
plans using a graphical programming environment.  
The architecture is scalable, allowing implementation on systems ranging from 
desktops to server farms and guaranteeing real-time response and data persistence in 
a distributed environment. 
e-San has developed an integrated monitoring device for diabetics, which combines 
an electronic blood glucosemeter and a GPRS mobile phone. The patient switches the 
blood glucose meter on, connects the cable from the meter to the phone and places a 
drop of blood onto the reagent strip as seen in Figure 2.12. Within a few seconds, the 
blood glucose reading is available at the central e-San server. A few seconds later, 
the entries from the patient diary regarding insulin dose, meals and physical activity 
are also available at the server.  
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The long-term complications of damage to the eyes, kidney or nerves are related to 
hyperglycemia (high blood sugar levels) and occur from the second decade onwards 
after diagnosis. These complications are, however, potentially preventable. 
Unfortunately many patients in their late teens and early twenties have poor 
glycaemic control and are at substantially increased risk of long-term complications.  
To optimize glycaemic control patients need to alter their insulin dose to take account 
of their energy intake and anticipated physical activity. Blood glucose tests provide 
feedback but the recognition and interpretation of patterns of test results is complex 
because they occur in the context of changes in diet and physical activity.  
The e-San solution is being evaluated in a randomized controlled trial in a group of 
100 young adults with Type 1 diabetes. The incoming readings are monitored on the 
server and intelligent software will automatically alert a Diabetes Specialist Nurse 
when required. This will allow the nurse to offer support to individuals at a time 
when blood glucose levels have moved outside a personally targeted zone. 
 
Figure 2.12 : e-San Diabetes Monitoring Solution 
2.1.5. Advanced Research 
Imperial College in London is coordinating the Ubimon project and developing Body 
Sensor Networks. 
The cardiological applications are sponsored by Medtronics and Cardionetics. Even 
though the Ubimon platform is geared to be used with Zigbee radios, some partners 
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are adapting it to be compatible with BTNodes built around Zeevo modules and 
Atmel ATMega microcontrollers. 
The Fraunhofer Institute has been working for several years on communicating 
medical devices. Recently they unveiled the Vitasens shown in Figure 2.13, a system 
combining ECG and pulse oximetry , however the commercialisation of the product 
is not planned until the end of 2007. 
 
Figure 2.13 : VitaSens 
Dr. Jovanov’s team from University of Alabama in Huntsville (USA) has developed 
a series of Intelligent Signal Processing Modules for use in their Wearable Health 
Monitors focusing on Zigbee technology shown in Figure 2.14. Their system and its 
use for rehabilitation are described in “A wireless body area network of intelligent 
motion sensors for computer assisted physical rehabilitation, published in Journal of 
Neuroengineering and rehabilitation, Vol 2:6, March 2005”. 
The team of Media Laboratory developed the Livenet system with the objective of 
developing real-time, closed-loop systems that can track the effects of individualized 
treatment over time. The parameters monitored are: 3D accelerometer, ECG, EMG, 
galvanic skin response, temperature, respiration, blood oxygen, blood pressure, heat 
flux, heart rate. 
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Figure 2.14 : Intelligent Signal Processing Modules for Wearable Sensors 
Mobihealth showed the feasibility of using GPRS or UMTS mobile communications 
for cardiology applications given in Figure 2.15. The architecture is based on Java. 
The images in Figure 2.16 show ECG and oxymeter data on an Ipaq type PDA.  
 
Figure 2.15 : Mobihealth; feasibility of GPRS and UMTS 
The experience and the prototype developed are now being exploited in a 
precommercial eTEn project called Health Service 24. 
The eTen project e-Vital has also focused on mobile communications. The service 
has been used both in mobility situation and in environments such as nursing homes. 
The e-Vital server architecture is given in Figure 2.17. The architecture is based on 
J2EE. The system uses GSM/GPRS for mobility. 
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Figure 2.16 : ECG and oximeter data on an Ipaq type PDA 
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Figure 2.17 : J2EE-based architecture of e-Vital server 
2.1.6. HomeCare Monitoring Systems 
This section describes the state-of-the-art of homecare monitoring systems which is a 
challenge in Home Networking as shown in Figure 2.18. Due to the fact that this 
topic is already a research topic for several years, there are some existing systems, 
which are mainly designed proprietary. These systems and the underlying 
architectures are described in the following. The survey addresses different projects 
and names their ideas and architectures. Since the project concentrates on wireless 
sensors, this section focuses on wireless systems and names only few wired systems. 
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Figure 2.18 : Oppurtunities and Challenges in Home Networking 
The first monitoring systems to be named are built up in the United States of 
America. These systems use wired sensors to measure blood pressure, pulse oximeter 
and blood glucose. Only for measuring the weight a wireless connections is used. 
These systems only measure the vital parameters of the patient a few times a day. The 
measured data are then sent to the homecare provider, which then can analyze the 
data and give feedback to the patient (in common ways). To name a few, these kinds 
of monitoring systems are realized in the well@home and HomeMed projects. Both 
are commercially used systems that are already in use. 
Other projects use wireless sensors to establish the data transfer with the homecare 
monitoring systems. Mainly two wireless architectures are used to collect the data 
and transmit them to the homecare provider. On the one hand side there are projects 
which collect the sensor data in “Body Area Network” (BAN). On the other hand 
side there is a Home Care Unit (HCU) at the home of the patient. A third possibility 
is shown in the Citizen’s Healthcare System (CHS), where the sensors provide their 
own connectivity. Last but not least there exist mixed architectures. 
Firstly, the projects that work with BAN, realize at first a short range network. They 
collect the data from the sensors, which are attached to the body of the patient. The 
sensor network can consist of wired connections, which are integrated in the clothes 
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of the patient, or alternatively use low power short range wireless connections. 
Normally there is a Mobile Base Unit (MBU), which stores the data temporary and 
transmits them to the homecare provider. A MBU commonly is a PDA or a smart 
phone. Therefore often the GSM protocol is used for the data transfer. The projects 
Personal Health Monitoring (PHM) and MobiHealth can be named as representative 
projects for BAN-based monitoring systems. 
Another product is realized from Biotronik in Germany. Using this product it is 
possible to (wireless) monitor patients with implanted pacemakers, defibrilators or 
other heart failure therapy systems. The data of the sensors are then sent to the 
“CardioMessenger”, which works similarly to a cellular telephone, which then hands 
over the data via an encrypted SMS to the physician. 
Secondly, the projects which use HCU for the collection of sensor data are listed. A 
HCU is a stationary embedded systems, that has to be installed somewhere in the 
home of the patient. They are not applicable for mobile use. The HCU is the gateway 
between the local sensor network and also provides the communication with the 
homecare provider. For the internal data transfer between the HCU and the sensors 
often Bluetooth is used. Therefore it is possible to use the sensors in a range of 100 
meters around the HCU. But there are also possibilities to connect the sensors in a 
wired manner, e. g. with the serial RS232 interface. 
The three projects WiPaM, Motiva and TOPCARE are using Bluetooth for the 
connection between sensors and HCU. For the communication to the homecare 
provider these projects apply standard communication technologies. The data transfer 
is done with normal phone lines (analogue or ISDN), GSM or data lines (DSL, 
Ethernet).  
In the project IDeAS WLAN is used for the communication between the medical 
sensors and the Home Care Unit. The HCU consists of two parts: Firstly there is a 
“Set Top Box”, which can be used for the communication between the doctors and 
the patient as well as it is also possible to use it for the automated data transfer to the 
clinic. Secondly, the communications with the sensors are realized with a separate 
box, a so called “Vital Signal Monitor” (VSM). This VSM is connected via WLAN 
to the Set Top Box, so the sensor data can be sent to the provider. 
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In the Citizens’ Healthcare System (CHS), a different kind of networking is used. 
Within the CHS approach the sensor also provide the communication interfaces to 
the homecare provider. For example the ECG recording device is implemented in the 
ECG itself and it is autonomously able to transmit the collected data to the clinic via 
a phone line. The data transfer is done pretty simple: the patient uses a normal phone, 
calls the datacenter and holds the ECG unit at the phone. The ECG unit then sends 
the data via an acoustical signal (like it is done in analog faxes or modems). It is not 
possible to combine the different data of the sensors locally. Only the homecare 
provider is able to combine the data after the transfer, so that a possible feedback to 
the patient can only be given after the data communication. 
A special project is the Universal Remote Signal Acquisition For Health (U-R-
SAFE). It is combination of the two kinds of Homecare Monitoring Systems with 
wireless sensors. The project separates two different scenarios: On the one hand side 
they use the BAN technique if the patient not at home. On the other hand side they 
use the HCU technique if the patient is at home. So it is possible to monitor the 
patient 24 hours online. 
There are two more projects and products which have to be named, respectively. The 
first one is doc@HOME, which realizes a home monitoring device based on a 
microcomputer with Windows CE. In the documentation of this project it is not clear 
whether it is possible or not to connect sensors to this device, but it seems to be so. 
There are no details about the communication, regardless the communication 
between the sensors and the microcomputer or even the data transfer to the clinic. It 
is possible to send the data to the homecare provider, but it’s not explained how it 
works. The second one is from Dr. Hein GmbH in Germany. They have some 
homecare products which they combine to realize the HomeCare system. The basic 
infrastructure is divided into the “EvoPhon”, a video phone system that works with a 
television, and the “EvoCare”, a health care system which has an option for 
homecare. This system makes it possible to connect sensors to the home care system, 
but due to commercial reasons there is no information about the realization. The most 
benefit of this system is the wide range of available services. Additionally to the 
video phone and sensor data collection, there is a “Brain Jogging” module, which 
should train the brain by asking questions and a “Keep fit” module, which is a 
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physical trainings program system. Planned are modules for “Smart Home”, health 
information services and home banking. 
2.2. Medical Information Standards and Organizations 
The use of medical information standards is very crucial in health care in order to 
provide interoperability and a systematic approach within the organizations. First, 
because of its complex nature, the health care environment has highly heterogeneous 
data processing need. Clearly, no one vendor or in-house development group can 
meet all of these needs, so a variety of information systems is required. Second, data 
must be exchanged between different systems. The same data may be needed for 
different applications at a single site and between applications at different sites. 
Third, interfacing these systems, which may be built on different platforms, using 
different programming languages and different data formats, is time consuming and 
expensive. All of this leads to the need for standards. Standardization describes and 
provides the quality requirements those products, processes, and services must fulfill. 
It is a systematic activity that creates order, makes selections, and formulates rules. 
Standard is a document established by consensus and approved by a recognized body 
that provides, for common and repeated use, rules, guidelines or characteristics for 
activities, or their results aimed at the achievement of the optimum degree of order in 
a given context.  
Since the sensor networks and the applications such as hospital information systems 
which use the network can use different message structures and representation 
formats, the use of standards in order to achieve the data exchange is very important. 
Since the target application which queries the sensor network want to use the data 
within its own format, the analysis of the medical information standards to annotate 
the data should be done for a possible integration. In this section, some of the 
important EHR standards, Messaging Standards and Standard Development 
Organizations in the field are mentioned. 
The use of sensor networks to collect the data from various sources offers many 
benefits such as mobility, the use of real time data. However, since the data can be in 
large volumes, it needs to be managed in order to be more useful. In order to achieve 
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this, the role of the middleware is important in data collection, querying, filtering, 
aggregating and storing. In addition, since the processing capabilities and the storage 
space is limited in many sensor devices, the work done by the middleware is 
increasing.  
It is important to determine the important works to be used for the integration of the 
gathered sensor data to the hospital information systems. The target applications, 
especially hospital information systems, which are intended to use the sensor 
networks for data gathering becomes more powerful by obtaining the data in their 
own local structure after the filtering and aggregation process is applied. 
The common approach is to represent the collected sensor data in a well-known 
format such as XML or RDF. Then the querying and filtering is applied in order to 
eliminate the useless data for the bandwidth and storage efficiency. In addition to 
these, there is also a common need of the hospital information systems that the data 
should be provided in the local format conforming to a particular standard in medical 
domain. Therefore, it is essential to describe the most common healthcare standards 
to annotate the structures of the gathered healthcare data. The common coding terms 
used by the hospital information systems should be common. The message 
representation standards such as the XML, OWL, RDF and the related query 
languages from a Web based perspective are the main aspect. 
Since standards are crucial for interoperability between products, it is vital to 
standardize the interfaces of the product. When products use the same standard 
interface, same standard message format and same transmission protocol they can be 
used together and the consumer is free to choose between alternative products 
meeting the criteria. 
The user can utilize products among platform free and device free applications in 
seamless interoperable market. On the other hand, the manufacturer benefits from the 
reusability of software, hardware and platform. Figure 2.19, Figure 2.20, Figure 2.21 
describes the effects of standardization in a brief format based on a glucose 
measurement result message and transmission protocol. 
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Figure 2.19 : Standardization based on glucose measurement-Issues 
 
Figure 2.20 : Standardization based on glucose measurement-Standard Mode 
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Figure 2.21 : Effects of Standardization 
Table 2.1 classifies the message format for glucose measurement based on a sample 
analysis. 
Table 2.1 : Message format for glucose measurement 
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2.2.1. ASTM 
ASTM is the one of the largest voluntary standards development organizations in the 
world. In the health care informatics arena, ASTM focuses on the clinical content of 
patient records, the exchange of messages about clinical observations, and data 
security and integrity. Committee E31 on Healthcare Informatics has been in place 
since 1990. 
ASTM Committee E31 on Healthcare Informatics develops standards related to the 
architecture, content, storage, security, confidentiality, functionality, and 
communication of information used within healthcare and healthcare decision 
making, including patient-specific information and knowledge. The committee, with 
current membership of approximately 270 members, currently holds jurisdiction of 
over 30 approved standards and additional draft standards. Approved standards are 
published annually in June in the Annual Book of ASTM Standards, Volume 14.01. 
Each main committee in ASTM International is composed of subcommittees that 
address specific segments within the general subject area covered by the technical 
committee.  
2.2.2. CEN/TC 251 Health Informatics 
Comité Européen de Normalisation (CEN - European Committee for 
Standardization) contributes to the objectives of the European Union and European 
Economic Area with voluntary technical standards which promote free trade, the 
safety of workers and consumers, interoperability of networks, environmental 
protection, exploitation of research and development programs, and public 
procurement. CEN was founded in 1961 by the national standards bodies in the 
European Economic Community and EFTA countries. 
CEN/TC 251 Health Informatics is chartered to provide standardization in the field 
of Health Information and Communications Technology (ICT) to achieve 
compatibility and interoperability between independent systems and to enable 
modularity. This includes requirements on health information structure to support 
clinical and administrative procedures, technical methods to support interoperable 
systems as well as requirements regarding safety, security and quality. 
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The work is carried out in the Working Groups mentioned below: 
• WG I, Information Models:  
The scope of WG I is the development of European standards to facilitate 
communication between independent information systems within and between 
organizations, for health related purposes. 
An important area of WG I work is standards for the Electronic Healthcare Record. 
These will include a record architecture establishing the principles for representing 
the information content and record structure, a set of concepts and terms for record 
components, and rules and mechanisms for sharing and exchanging records. A 
domain model representing a formal description of the context within which the 
healthcare records are used, will be established to document requirements for these 
standards. Another important area of WG I work is that of standards for messages to 
meet specific healthcare business needs for the communication of healthcare 
information. While some messages may have a broad initial scopes, WG I will also 
validate, refine and profile these and other messages to ensure they are applicable to 
specialist domains with particular requirements. WG I will also address the 
maintenance, revision and harmonization of existing message standards. 
In addition, WG I will address standards for the information requirements that may 
be applicable to other media for the storage and transfer of healthcare information, 
including patient data cards. 
• WG II, Terminology and Knowledge Representation:  
The objectives of CEN/TC 251 WGII are the semantic organization of information 
and knowledge so as to make it of practical use in the domains of health informatics 
and telematics and the provision of information and criteria to support 
harmonization. This encompasses clinical, managerial and operational aspects of the 
medical record and enabling access to other knowledge. The actual work items focus 
on: 
• Terms, Concepts and the interrelationship of concepts; 
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• Structures for concepts systems including those for multi-axial coding 
schemes; 
• Guidelines for the production of coding systems and knowledge 
representation. 
• WG III, Security, Safety and Quality:  
The current European and national legislation emphasize the importance of quality, 
safety and security. It provides a statutory framework to ensure that information 
systems used in healthcare have appropriate levels of quality, safety and security. 
Major pan-European documents that provide a basis for CEN/TC 251 are the 
recommendations from the Council of Europe which apply to all CEN nations and 
the European Union Data Protection Directive finally adopted in 1995 to be 
implemented in the member states by October 1998. 
• WG IV, Technology for Interoperability:  
The aim of this WG is to develop and promote standards that enable the 
interoperability of devices and information systems in health informatics. The scope 
covers three main areas:  
• Intercommunication of data between devices and information systems;  
• Integration of data for multimedia representation;  
• Communication of such data between source departments and other 
legitimate users elsewhere in the healthcare sector, in order to facilitate 
electronic healthcare record provision. 
The main concern of the WG is technology for interoperability. In addressing this, 
the issues of methodology, quality, security and architecture will require liaison with 
the other WGs, other standards bodies and integration activities. 
Devices include clinical analyzers, medical imaging and Intensive Care Unit 
equipment, clinical workstations and cards. 
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2.2.3. CEN ISSS eHealth Standardization Focus Group  
The CEN/ISSS eHealth Focus Group was formed to prepare an overview report on 
current and future standardization issues in the eHealth domain. 
CEN Information Society Standardization System (CEN/ISSS) provides market 
players with a comprehensive and integrated range of standardization services and 
products, in order to contribute to the success of the Information Society in Europe. 
CEN/ISSS Technical Committees producing traditional standards are made up of 
delegations representing CEN national members. Workshops are open to all 
interested parties. Pre-standardization work and public consultation is carried out 
through open Focus Groups. 
The long-standing CEN Technical Committee, TC251 Health Informatics has 
produced a series of European pre-Standards and Standards covering the electronic 
exchange of medical data. These documents cover a large range of different 
exchanges of value to organizations providing healthcare services, their industrial 
and medical suppliers, and public administrations. CEN/ISSS has now announced a 
new short-term CEN/ISSS Focus Group in the eHealth domain. This will overview 
what has been achieved, and provide new key priorities and targets, both within 
CEN/TC251's domain and more widely — 'eHealth' as a concept includes, electronic 
business in medical products. 
CEN/ISSS eHealth Standardization Focus Group objectives are:  
• To consider, with all the relevant stakeholders, priorities and objectives for 
eHealth standardization and how the CEN system and other relevant bodies can 
contribute. 
• To overview the existing achievements and current program of work of 
CEN/TC251, starting from the report presented to the Commission in June 2001, 
and to consider its current achievements and Business Plan. 
• To overview other current and proposed eHealth related standardization 
activities, in formal standardization and industry consortia, and in particular 
interface with the recommendations of the eHealth Standardization Co-ordination 
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Group recently formed by an ITU-T initiative, and which includes CEN/TC 251, 
ISO/TC 215, ITU, DICOM, and HL7. 
• To consider the standards implications of the Ministerial Declaration of 22 May 
2003, following the Commission/Presidency eHealth 2003 Conference. 
2.2.4. DICOM (Digital Imaging and Communications in Medicine) 
The DICOM Standards Committee exists to create and maintain international 
standards for communication of biomedical diagnostic and therapeutic information in 
disciplines that use digital images and associated data. The goals of DICOM are to 
achieve compatibility and to improve workflow efficiency between imaging systems 
and other information systems in healthcare environments worldwide. DICOM is a 
cooperative standard. Therefore, connectivity works because vendors cooperate in 
testing via scheduled public demonstration, over the Internet, and during private test 
sessions. Every major diagnostic medical imaging vendor in the world has 
incorporated the standard into their product design and most are actively participating 
in the enhancement of the Standard. Most of the professional societies throughout the 
world have supported and are participating in the enhancement of the standard as 
well. 
DICOM is used or will soon be used by virtually every medical profession that 
utilizes images within the healthcare industry. These include cardiology, dentistry, 
endoscopy, mammography, ophthalmology, orthopedics, pathology, pediatrics, 
radiation therapy, radiology, surgery, etc. DICOM is even used in veterinary medical 
imaging applications." 
At the present time, the pressing needs in DICOM (as indicated by the priorities of 
the various working groups) are to address issues relating to security, performance, 
new modality technology, and workflow management. These needs are being 
successfully addressed using the conventional underlying DICOM technology. Where 
there are interfaces to standards based on other technologies (such as HL7 V2.x and 
3), the focus for harmonization is on a shared information model. It may be the case 
that the nature of the underlying technology needs to be revisited in the future, 
whether it is to make use of more sophisticated off-the-shelf distributed object 
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management tools such as CORBA, or less sophisticated encoding tools such as 
XML. However, the current priority is to address improvements in functionality to 
better meet the needs of the end-user, rather than to adopt an alternative technology 
for the sake of it. This priority is continually reinforced by a desire to remain 
compatible with the installed base of equipment. 
In the USA, DICOM participated in the early coordination efforts for healthcare 
standards with the ANSI-HISBB from which DICOM adopted a harmonized patient 
name structure, and started progressively to define links with HL7. This cooperation 
has now entered in a very active phase with the creation, in 1999, of a joint DICOM-
HL7 working group. Finally, it was a logical step for DICOM to establish a type 
liaison with the ISO Technical Committee 215 at its creation in 1999. ISO TC 215 
has decided not to create an imaging working group, but to rely on DICOM for bio-
medical imaging standards. DICOM is also focusing its attention to the evolution of 
standards linked to the Internet. DICOM strategy is to integrate Internet 
Recommendations as soon as they are stable and largely disseminated in consumer 
commercial products. 
2.2.5. HL7 (Health Level Seven) 
Health Level Seven is one of several American National Standards Institute (ANSI)-
accredited Standards Developing Organizations (SDOs) operating in the healthcare 
arena. Its mission is to provide a comprehensive framework and related standards for 
the exchange, integration, sharing, and retrieval of electronic health information that 
supports clinical practice and the management, delivery and evaluation of health 
services. Specifically, to create flexible, cost effective standards, guidelines, and 
methodologies to enable healthcare information system interoperability and sharing 
of electronic health records. 
These efforts enable effective, efficient communication between the constituents of 
the healthcare community as represented by our membership, which consists of an 
international community of healthcare organizations, vendors, healthcare information 
systems developers, consultants, systems integrators, and related public and private 
health services agencies. 
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The mission of HL7 encompasses the complete life cycle of a standards specification 
-development, adoption, market recognition, utilization and adherence. The HL7 
specifications are unified by shared reference models of the healthcare and technical 
domains. 
HL7 has technical committees in the following areas: Technical Steering Committee; 
Architectural Review Board CCOW (Clinical Context Management Specification); 
Clinical Decision Support; Control/Query; Education; Electronic Health Record; 
Electronic Services; Financial Management; Implementation; International Affiliates; 
Marketing; Medical Records/Information Management; Modeling and Methodology; 
Orders/Observations; Organization Review Committee; Patient Administration; 
Patient Care; Personnel Management; Process Improvement; Publishing; Regulated 
Clinical Research Information Management; Scheduling and Logistics; Structured 
Documents; Tooling Committee; Vocabulary. HL7 Special Interest Groups (SIGs) 
include: Arden Syntax; Attachments; Clinical Guidelines; Clinical Genomics; 
Community Based Health Services; Conformance; Government Project; Imaging 
Integration; Java; Laboratory, Automated, and Testing; Medication; Patient Safety; 
Pediatric Data Standards; Public Health and Emergency Response; Security and 
Accountability; Template; XML. 
In recent years, HL7 has grown to be much more than the clinical messaging for 
which it was originally developed. XML technology offers users of the HL7 standard 
a plethora of additional possibilities to tighten medical interface specifications and 
expand data exchange possibilities. XML functionality extends HL7 to support both 
HL7 messages and HL7 document encoding. The strengths of XML allow users to 
write a tagged document once but use it in various ways to give an HL7 XML 
document extended life beyond that of the Internet and a traditional HL7 message. In 
HL7 XML, everything from a patient's online medical record to a pharmacy's 
formulary could be represented and exchanged in an HL7 XML document. HL7's 
Patient Record Architecture in version 3.0 allows a standard format for exchanging a 
patient's medical records between different hospital systems or even different 
hospitals. 
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2.2.6. IEEE 1073 
IEEE 1073 standards for medical device communication provide plug-and-play 
interoperability at the point-of-care, optimized for the acute care environment. The 
IEEE 1073 General Committee is chartered under the IEEE Engineering in Medicine 
and Biology Society, and works closely with other national and international 
organizations, including HL7, NCCLS, ISO TC215, CEN TC251, and ANSI HISB.  
Medical device communication standards are works in progress and hold the promise 
of universal communication among medical electronic devices and information 
systems.  
To address the medical device plug-and-play interoperability problem, a single 
communications standard is needed. Software engineers designing medical 
equipment could use such a standard to implement external interfaces once for all 
models. POC MDC, or MIB (medical information bus), standards are poised to fill 
this need. MIB is the common name for a series of standards published or under 
development by the Institute of Electrical and Electronics Engineers as the IEEE 
1073 standard for medical device communications. Intended to bring a wide range of 
medical devices under its purview, these standards aim to encompass transparent 
plug-and-play interoperability, ease of reconfiguration, and ease of use. 
2.2.7. Security and Privacy in Health Care Services 
Intelligent healthcare monitoring and decision support systems are developed on a 
platform integrating the wireless medical sensor data with hospital information 
systems. The patient monitoring is supported by intelligent clinical decision support 
systems which are based on computerized clinical practice guidelines. The patient 
medical history stored in medical information systems is accessed through 
semantically enriched Web services to tackle the interoperability problem.  
A very important aspect in handling medical data is its security and privacy. Patient 
identification and medical records can not be disclosed indiscriminately. Also, 
different healthcare providers have different access rights on these records. It is 
required to provide necessary mechanisms to protect health information in all forms 
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and addresses the security and privacy issues related to an individual’s health 
information.  
There are available research and technologies for handling patient data privacy and 
security in healthcare domain. EU regulations on the Protection of Medical Data and 
HIPAA (the Health Insurance Portability and Accountability Act) and PIPEDA 
which provides the national standards to protect the privacy of personal health 
information for USA and Canada can be refered in order to understand the 
requirements for handling patient data privacy. Platform for Privacy Preferences 
Project (P3P), a recommendation by World Wide Web Consortium (W3C) is another 
guide. The Enterprise Privacy Authorization Language (EPAL) which is a formal 
language for writing enterprise privacy policies to govern data handling practices in 
IT systems can be applied. An ongoing research by IBM Almaden Research Center, 
Hippocratic Databases, offers a database technology which respects the privacy of 
data it manages in health care domain.  
Patient’s electronic health records and the current status from medical sensor devices 
are retrieved through Web services. There are ongoing research studies in handling 
privacy of data exchanged by Web services. The W3C submission is a reference for 
handling privacy in Web services. 
The security and privacy related integration profiles published by IHE describe a 
range of technical processes and privacy and security standards recommended to use 
in these processes such as enterprise wide authentication (Keberos, CCOW), 
authentication to remote services (SAML profiles), audit trailing (Reliable Syslog), 
and access control mechanisms. SAML is an important enabling standard both in 
IHE Profiles and web service privacy issues. 
 48 
3. TECHNOLOGIES 
3.1. GSM/GPRS 
GSM – Global System for Mobile Communications – is a digital cellular 
communications system developed in order to create a common European mobile 
telephone standard. It has been rapidly accepted worldwide, and GSM is now the 
most popular mobile phone system in the world, accounting for more than 77 % of 
the world’s digital mobile phones. By mid-March 2006 there were over 1.7 billion 
GSM subscribers. 
The structure of a GSM network relies on several functional entities, which have 
been specified in terms of functions and interfaces. It involves three main 
subsystems, each containing functional units and interconnected with the others 
through a series of standard interfaces [5]. 
The main parts of a GSM network as shown in Figure 3.1 are listed below. In the 
figure, the lines between the entities represent the interfaces. 
• The MS, the handheld mobile terminal; 
• The base station subsystem (BSS), which controls the radio link with the MS; 
• The network and switching subsystem (NSS), which manages the function of 
connection switching to other fixed public network or mobile network 
subscribers, and handles the databases required for mobility management and for 
the subscriber data. 
As can be seen from Figure 3.1, in a PLMN, the radio access network part (BSS) is 
logically separated from the core network (NSS), in order to ease the standardization 
of the different functions. 
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Figure 3.1 : General architecture of a GSM network [5] 
The GPRS provides a set of GSM services for data transmission in packet mode 
within a PLMN. In packet-switched mode, no permanent connection is established 
between the mobile and the external network during data transfer. Instead, in circuit-
switched mode, a connection is established during the transfer duration between the 
calling entity and the called entity. In packet-switched mode, data is transferred in 
data blocks, called packets. When the transmission of packets is needed, a channel is 
allocated, but it is released immediately after. This method increases the network 
capacity. Indeed, several users can share a given channel, since it is not allocated to a 
single user during an entire call period. 
One of the main purposes of GPRS is to facilitate the interconnection between a 
mobile and the other packet-switched networks, which opens the doors to the world 
of the Internet. With the introduction of packet mode, mobile telephony and Internet 
converge to become mobile Internet technology. This technology introduced in 
mobile phones allows users to have access to new value-added services, including: 
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• Client-server services, which enable access to data stored in databases. The most 
famous example of this is access to the World Wide Web (WWW) through a 
browser. 
• Messaging services, intended for user-to-user communication between individual 
users via storage servers for message handling. Multimedia Messaging Service 
(MMS) is an example of a well-known messaging application. 
• Real-time conversational services, which provide bidirectional communication in 
real-time. A number of Internet and multimedia applications require this scheme 
such as voice over IP and video conferencing. 
• Tele-action services, which are characterized by short transactions and are 
required for services such as SMS, electronic monitoring, surveillance systems, 
and lottery transactions. 
GPRS allows for radio resource optimization by using packet switching for data 
applications that may present the following transmission characteristics: 
• Infrequent data transmission, as when the time between two transmissions 
exceeds the average transfer delay (e.g., messaging services); 
• Frequent transmission of small data blocks, in processes of several transactions of 
less than 500 octets per minute (e.g., downloading of several HTML pages from a 
browsing application); 
• Infrequent transmission of larger data blocks, in processes of several transactions 
per hour (e.g., access of information stored in database centers); 
• Asymmetrical throughput between uplink and downlink, such as for data retrieval 
in a server where the uplink is used to send signaling commands and the 
downlink is used to receive data as a response of the request (e.g., WEB/WAP 
browser). 
As the GPRS operator optimizes radio resources by sharing them between several 
users, he is able to propose more attractive fees for data transmission in GPRS mode 
than in circuit-switched mode. Indeed, the invoicing in circuit-switched mode takes 
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into account the connection time between the calling user and the called user. Studies 
on data transmission show that data are exchanged from end to end during 20% of a 
circuit-switched connection time. For example, a user browses the WWW, 
downloads an HTML page identified by a uniform resource locator (URL), reads the 
content of the HTML page, then downloads a new HTML page to read. In this 
example no data is exchanged from end to end between the two HTML page 
downloads. For this type of application, a more appropriate invoicing would take into 
account the volume of data exchanged instead of the circuit-switched connection 
time. In packet mode, the GPRS user may be invoiced according to the requested 
service type, the volume of data exchanged. 
The GPRS packet-transmission mode relies on the "client/server" principle from the 
computer world, rather than the "calling/called" principle in use in the telephony 
domain. The client sends a request to the server, which processes the request and 
sends the result to the client. Thus, the mobile may be configured according to the 
application either in client mode or in server mode. 
The mobile may be configured in client mode to have access to the Internet or an 
intranet or database by initiating a GPRS communication. Usually, the GPRS mobile 
is configured as a client. Figure 3.2 shows a GPRS MS configured in client mode. 
 
Figure 3.2 : Client Server relation in GPRS 
The mobile may also be configured in server mode for vertical application to 
telemetry monitoring. In this type of application, the mobile may be connected to 
different pieces of equipment, such as a camera for monitoring or a captor for 
measurements. The mobile may configure a piece of equipment in order to process 
the request and then send back the result to the client. In order to interpret a request 
from a client, the mobile must be able to route information from the network toward 
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the recipient application. In server mode, the MS must be IMSI attached for GPRS 
services in order to receive the requests from a client. 
GPRS represents an evolution of the GSM standard, allowing data transmission in 
packet mode and providing higher throughputs as compared with the circuit-switched 
mode. This evolution is usually presented under the designation of 2.5G to point out 
that it is a transition technology between 2G and 3G as seen in Figure 3.3. 
 
Figure 3.3 : GSM Technologies Evolution [3] 
The GPRS network architecture reuses the GSM network nodes such as MSC/VLR, 
HLR, and BSS. New network nodes have been introduced for the transport of packet 
data. These nodes are the gateway GPRS support nodes (GGSN) and serving GPRS 
support nodes (SGSN). The subnetwork formed by the SGSNs and the GGSNs is 
called the GPRS core network. In order to reuse the GSM nodes, new interfaces have 
been defined between the GSM network nodes and the different elements of the 
GPRS core network.  
The protocol layer has been split into two planes. On one side there is the 
transmission plane, which is mainly used for the transfer of user data. The signaling 
plane is used for the control and support of the transmission plane functions.  
GPRS has kept such main principles of the GSM radio interface as the notions of 
time slot, frame, multiframe, and hyperframe structures. It was indeed chosen by the 
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operators and manufacturers involved in the system design to provide high-data-rate 
packet-switched services with minimized impacts on the GSM standard.  
One of the main GPRS characteristics is that a physical connection is established in 
uplink only when the MS needs to send continuous data to the network, and in 
downlink only when the network needs to send continuous data to the MS. This 
physical connection is released in one direction as soon as the sending entity has no 
more data to send. Different allocation schemes for radio resource (RR) management 
have been defined in order to multiplex several MSs on the same physical channel.  
A logical entity called PCU has been introduced within the BSS to manage the GPRS 
functions over the radio interface.  
In a GPRS network, an RA identifies one or several cells. As soon as an MS enters a 
new RA, the network must be notified of this change in order to update its location. 
The SGSN is in charge of GPRS mobility management (GMM).  
If data transmission in packet mode does not require the establishment of an end-to-
end connection, it is necessary to establish a context between the mobile and the 
network in order to exchange packets. This context allows the network to identify the 
IP address of the MS, identify the access point with the external network, and define 
the QoS associated with data transmission in packet mode. The concept of PDP 
context and PDP context management is involved. 
 The BSS and the GPRS backbone network are connected via the Gb interface in 
order to exchange user data and signaling information.  
When a context is established between the MS and the network, IP packet exchange 
may start at any time between the mobile and the network without establishing a 
connection beforehand. The packets are conveyed in the GPRS backbone network. 
Figure 3.4 shows the elements that are part of a GPRS network and their associated 
interfaces. A GPRS network is composed of the following network nodes: 
• SGSN. The SGSN is the node that is serving the MS; it is responsible for GMM. 
It delivers packets to the MSs and communicates with the HLR to obtain the 
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GPRS subscriber profile. It manages the registration of the new mobile 
subscribers in order to keep a record of their LA for routing purposes. The SGSN 
can be connected to one or several BSSs. 
• GGSN. The GGSN provides interworking with external packet data networks 
(PDNs). It may be linked to one or several data networks. It is connected with 
SGSNs via an IP-based GPRS backbone network. The GGSN is a router that 
forwards incoming packets from the external PDN to the SGSN of the addressed 
MS. It also forwards outgoing packets to the external PDN. The PDN is the 
external fixed data network to which is connected the GPRS network. An 
example of a PDN is the Internet network. 
• HLR. The HLR is a database that contains, among other things, packet domain 
subscription data and routing information. 
• Mobile switching center/visitor location register (MSC/VLR). The MSC 
coordinates the setting up of calls to and from GSM users and manages GSM 
mobility. The MSC is not directly involved in the GPRS network. It forwards 
circuit-switched paging for the GPRS-attached MSs to the SGSN when the Gs 
interface is present. 
• BSS. The BSS ensures the radio connection between the mobile and the network. 
It is responsible for radio access management. The BSS is composed of two 
elements: the BTS and the BSC. The BTS integrates all the radio transmission 
and radio reception boards. The BSC is responsible for the management of the 
radio channels. The BSC has switching capabilities that are used for circuit-
switched calls and can also be used for GPRS traffic. 
• EIR. The EIR is a database that contains terminal identities. 
Figure 3.5 shows the architecture of the GPRS backbone network made up of GSNs 
in gray boxes. All PDUs conveyed in the GPRS backbone network across the Gn/Gp 
interface are encapsulated by GTP. GTP allows IP PDUs to be tunneled through the 
GPRS backbone network and allows signaling exchange to be performed between 
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GSNs. UDP/IP are backbone network protocols used for user data routing and 
control signaling. 
 
Fig 3.4 : GPRS network architecture [5] 
 
Figure 3.5 : Architecture of GPRS backbone network 
A GTP tunnel is a two-way PTP path between two GSNs used to deliver packets 
between an external PDN and an MS. A GTP tunnel is created during a PDP context 
activation procedure. A GTP tunnel is identified in each GSN node by a tunnel 
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endpoint identifier (TEID), a GSN IP address, and a UDP port number. These 
identifiers are contained in IP and GTP PDU headers. There are two types of GTP 
tunnels: 
• GTP-U tunnel (user plane), defined for each PDP context in the GSNs; 
• GTP-C tunnel (control plane), defined for all PDP contexts with the same PDP 
address and access point network (APN). 
The IP datagram tunneled in a GTP tunnel is called a T-PDU. With the tunneling 
mechanism, T-PDUs are multiplexed and demultiplexed by GTP between two GSNs 
by using the TEID field present in the GTP headers, which indicates the tunnel of a 
particular T-PDU. A GTP header is added to the T-PDU to constitute a G-PDU (or 
GTP-U PDU), which is sent in an UDP/IP path, a connectionless path between two 
endpoints. 
Figure 3.6 illustrates a tunneling mechanism for IP packet sending toward MS. 
 
Figure 3.6 : Tunneling mechanism for IP packet sending toward MS 
All signaling procedures (path management, tunnel management, location 
management, mobility management) between GSNs are tunneled in a GTP tunnel in 
the control plane. A GTP header is added to the GTP signaling message to constitute 
a GTP-C PDU, which is sent in a UDP/IP path. 
The UDP/IP path protocol is used to convey GTP signaling messages between GSNs 
or T-PDU in connectionless mode. Each UDP/IP path may multiplex several GTP 
tunnels. An endpoint of the UDP/IP path is defined by an IP address and a UDP port 
number. For UDP/IP path, the IP source address is the IP address of the source GSN, 
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while the IP destination source is the IP address of the destination GSN. The IP 
addresses of GSNs within the GPRS backbone network are private. This means that 
GSNs are not accessible from the public Internet. 
GPRS is designed for "bursty" traffic rather than continuous streaming of data and 
has a variable channel capacity. The network theoretically has a bandwidth of up to 
171.2 kbps. However, this bandwidth is reduced in practice due to a large number of 
known and unknown factors. GPRS uses the unused TDMA channels in the GSM 
network. Among the 8 channels for GPRS data transfer, the number of channels 
dedicated to GPRS is likely to be between one and four. Additionally, to ensure 
reasonable quality of service, variable coding schemes are implemented and the 
uplink and downlink channels are also dynamically allocated. 
The impact of some of these factors can be seen below, with the different channel 
coding schemes being considered. In the radio interface there are four coding 
schemes: CS-1, CS-2, CS-3, and CS-4, providing decreasing error protection. Table 
3.1 below shows the different data rates expected from all the four coding schemes. 
Table 3.1 : GPRS Coding Schemes 
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3.2. Database Types 
3.2.1. MySQL 
MySQL is an open source, multithreaded, relational database management system 
created by Michael "Monty" Widenius in 1995 [9]. In 2000, MySQL was released 
under a dual-license model that permitted the public to use it for free under the GNU 
Public License (GPL); this caused its popularity to soar. The company that owns and 
develops MySQL is MySQL AB (the AB stands for aktiebolag, or stock company). 
Currently, MySQL AB estimates that there are more than 5 million installations of 
MySQL worldwide, and reports an average of 35,000 downloads a day of MySQL 
installation software from its site and from mirror sites. The success of MySQL as a 
leading database is due not only to its price-after all, other cost-free and open source 
databases are available-but also its reliability, performance, and features. 
Many features contribute to MySQL's standing as a superb database system. Its speed 
is one of its most prominent features. In a comparison by eWEEK of several 
databases—including MySQL, Oracle, MS SQL, IBM DB2, and Sybase ASE—
MySQL and Oracle tied for best performance and for greatest scalability. For a 
database long dismissed by many people, MySQL is remarkably scalable, and is able 
to handle tens of thousands of tables and billions of rows of data. It manages small 
amounts of data quickly and smoothly. 
The storage engine, which manages queries and interfaces between a user's SQL 
commands and the database's backend storage, is the critical software in any database 
management system. MySQL offers several storage engines, previously called table 
types, with different advantages. Some are transaction-safe storage engines that allow 
for rollback of data. Additionally, MySQL has a tremendous number of built-in 
functions .  
MySQL runs on more than 20 platform including Linux, Windows, OS/X, HP-UX, 
AIX and Netware. MySQL’s polularity as a web application is closely tied to the 
popularity of PHP. One of the most popular programming language and database 
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engine combinations for the Web is PHP with MySQL. This combination works well 
for many reasons: primarily the speed, stability, and simplicity of both applications.  
3.2.2. MsSQL 
Microsoft SQL Server [10] is a relational database management system (RDBMS) 
produced by Microsoft. It is primary language is Transact-SQL, an implementation of 
the ANSI/ISO standard Strcutured Query Language (SQL) used by both Microsoft 
and Sybase. 
MS SQL server uses a variant of SQL called Transact-SQL, an implementation of 
SQL-92 with some extensions. T-SQL mainly adds additional syntax for use in 
stored procedures, and affects the syntax of transaction support. MS SQL server and 
Sybase/AS both communicate over networks using an application-level protocol 
called Tabular Data Stream (TDS). The TDS protocol has also been implemented by 
the FreeTDS project in order to allow more kinds of client applications to 
communicate with MS SQL Server and Sybase databases. MS SQL Server also 
supports Open Database Connectivity (ODBC). 
3.3. Web Servers and Programming 
Web Servers are the computers that run web sites. The term "web server" also refers 
to the piece of software that runs on those computers, accepting HTTP connections 
and requests from web browsers and delivering web pages which are usually HTML 
documents and linked objects to them, as well as processing form submissions.  
3.3.1 Web Server Models 
3.3.1.1 Internet Information Services 
Internet Information Services (IIS) is a powerful Web server that provides a highly 
reliable, manageable and scalable Web application infrastructure for all version of 
Microsoft Windows Servers. 
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3.3.1.2 Apache HTTP Server Project 
The Apache HTTP Server Project is an effort to develop and maintain an open-
source HTTP server for modern operating systems including UNIX and Windows 
NT. The goal of this project is to provide a secure, efficient and extensible server that 
provides HTTP services in sync with the current HTTP standards. 
Apache has been the most popular web server on the Internet since April 1996. The 
November 2005 Netcraft Web Server Survey found that more than 70% of the web 
sites on the Internet are using Apache, thus making it more widely used than all other 
web servers combined. 
The Apache HTTP Server is a project of the Apache Software Foundation. The 
Apache Software Foundation provides support for the Apache community of open-
source software projects. The Apache HTTP Server Project are characterized by a 
collaborative, consensus based development process, an open and pragmatic software 
license, and a desire to create high quality software that leads the way in its field.  
3.3.2. Programming Languages 
3.3.2.1. PHP 
PHP, which is a recursive acronym for "PHP: Hypertext Preprocessor" is a widely-
used Open Source general-purpose scripting language that is especially suited for 
Web development and can be embedded into HTML [11]. 
PHP is mainly focused on server-side scripting, so PHP can do anything any other 
CGI program can do, such as collect form data, generate dynamic page content, or 
send and receive cookies.  
There are three main areas where PHP scripts are used.  
• Server-side scripting is the most traditional and main target field for PHP. Three 
things are required for operation. The PHP parser (CGI or server module), a 
webserver and a web browser. Webserver should be run with a connected PHP 
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installation. The PHP program output can be accessed with a web browser, 
viewing the PHP page through the server.  
• By using command line scripting, a PHP script can be run without any server or 
browser. Only PHP parser is required. This type of usage is ideal for scripts 
regularly executed using cron (on *nix or Linux) or Task Scheduler (on 
Windows). These scripts can also be used for simple text processing tasks.  
• Writing desktop applications: PHP is probably not the very best language to 
create a desktop application with a graphical user interface. PHP-GTK can also 
be used with advanced PHP feautures in order create desktop applications. 
PHP can be used on all major operating systems, including Linux, many Unix 
variants (including HP-UX, Solaris and OpenBSD), Microsoft Windows, Mac OS X, 
RISC OS, and probably others. PHP has also support for most of the web servers 
today. This includes Apache, Microsoft Internet Information Server, Personal Web 
Server, Netscape and iPlanet servers, Oreilly Website Pro server, Caudium, Xitami, 
OmniHTTPd, and many others. For the majority of the servers PHP has a module, for 
the others supporting the CGI standard, PHP can work as a CGI processor.  
3.3.2.2. Active Server Pages and ASP.NET 
Active Server Pages (ASP) is Microsoft’s server-side technology for dynamically 
generated web pages that is marketed as an add-on to Internet Information Services. 
Programming ASP websites is made easier by various built-in objects. Each object 
corresponds to a group of frequently-used functionality useful for creating dynamic 
web pages [12].  
ASP.NET, the next version of ASP, is a programming framework used to create 
enterprise-class Web Applications. These applications are accessible on a global 
basis leading to efficient information managment.  
Since 1995, Microsoft has been constantly working to shift it's focus from Windows-
based platforms to the Internet. As a result, Microsoft introduced ASP in November 
1996. ASP offered the efficiency of ISAPI applications along with a new level of 
simplicity that made it easy to understand and use. However, ASP script was an 
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interpreted script and consisted unstructured code and was difficult to debug and 
maintain. As the web consists of many different technologies, software integration 
for Web development was complicated and required to understand many different 
technologies. Also, as applications grew bigger in size and became more complex, 
the number of lines of source code in ASP applications increased dramatically and 
was hard to maintain. Therefore, an architecture was needed that would allow 
development of Web applications in a structured and consistent way.  
The .NET Framework was introduced with a vision to create globally distributed 
software with Internet functionality and interoperability. The .NET Framework 
consists of many class libraries, includes multiple language support and a common 
execution platform. It's a very flexible foundation on which many different types of 
top class applications can be developed that do different things. Developing Internet 
applications with the .NET Framework is very easy. ASP.NET is built into this 
framework, ASP.NET applications can be created by using any of the built-in 
languages.  
Unlike ASP, ASP.NET uses the Common Language Runtime (CLR) provided by the 
.NET Framework. This CLR manages execution of the code written. ASP:NET code 
is a compiled CLR code instead of  interpreted code (ASP). CLR also allows objects 
written in different languages to interact with each other. The CLR makes 
developement of Web applications simple. Advantages of using ASP.NET are given 
as follows: 
• ASP.NET drastically reduces the amount of code required to build large 
applications  
• ASP.NET makes development simpler and easier to maintain with an event-
driven, server-side programming model  
• ASP.NET pages are easy to write and maintain because the source code and 
HTML are together  
• The source code is executed on the server. The pages have lots of power and 
flexibility by this approach  
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• The source code is compiled the first time the page is requested. Execution is fast 
as the Web Server compiles the page the first time it is requested. The server 
saves the compiled version of the page for use next time the page is requested  
• The HTML produced by the ASP.NET page is sent back to the browser. The 
application source code you write is not sent and is not easily stolen  
• ASP.NET makes for easy deployment. There is no need to register components 
because the configuration information is built-in  
• The Web server continuously monitors the pages, components and applications 
running on it. If it noticies memory leaks, infinite loops, other illegal software or 
activities, it seamlessly kills those activities and restarts itself  
• ASP.NET validates information (validation controls) entered by the user without 
writing a single line of code  
• ASP.NET easily works with ADO.NET using data-binding and page formatting 
features  
• ASP.NET applications run fater and counters large volumes of users without 
performance problems. 
3.4. Web Services 
Microsoft provides the definition “A Web service is a unit of application logic 
providing data and services to other applications. Applications access Web services 
via ubiquitous Web protocols and data formats such as HTTP, XML, and SOAP, 
with no need to worry about how each Web service is implemented. Web services 
combine the best aspects of component-based development and the Web, and are a 
cornerstone of the Microsoft .NET programming model.” for Web service. 
In general, a Web service is a platform and implementation independent software 
component that can be: 
• Described using a service description language 
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• Published to a registry of services 
• Discovered through a standard mechanism (at runtime or design time) 
• Invoked through a declared API, usually over a network 
• Composed with other services 
One important point is that a Web service need not necessarily exist on the World 
Wide Web. This is an unfortunate historical naming issue. A Web service can live 
anywhere on the network, Inter- or intranet; some Web services can be invoked by a 
simple method invocation in the same operating system process, or perhaps using 
shared memory between tightly coupled processes running on the same machine. In 
fact, Web services have little to do with the browser-centric, HTML-focused World 
Wide Web. Sometimes, the names we choose in the information technology (IT) 
industry don't make a lot of sense; they simply take on a life of their own. 
Another important point is that a Web service's implementation and deployment 
platform details are not relevant to a program that is invoking the service. A Web 
service is available through its declared API and invocation mechanism (network 
protocol, data encoding schemes, and so on). This is analogous to the relationship 
between a Web browser and a Web application server: Very little shared 
understanding exists between the two components. The Web browser doesn't 
particularly care if the Web application server is Apache Tomcat, Microsoft IIS, or 
IBM Websphere. The shared understanding is that they both speak HTTP and 
converse in HTML or a very limited set of MIME types. Similarly, the Web 
application server really doesn't care what kind of client is using it-various brands of 
Web browsers or even non-browser clients. This minimal shared understanding 
between components allows Web services to form a system of loosely coupled 
components.  
3.4.1. Web Service Architecture 
An option for viewing the web service architecture is to examine the emerging web 
service protocol stack. The stack is still evolving, but currently has four main layers. 
Following is a brief description of each layer.  
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Service transport: This layer is responsible for transporting messages between 
applications. Currently, this layer includes hypertext transfer protocol (HTTP), 
Simple Mail Transfer Protocol (SMTP), file transfer protocol (FTP), and newer 
protocols, such as Blocks Extensible Exchange Protocol (BEEP).  
XML messaging: This layer is responsible for encoding messages in a common XML 
format so that messages can be understood at either end. Currently, this layer 
includes XML-RPC and SOAP.  
Service description: This layer is responsible for describing the public interface to a 
specific web service. Currently, service description is handled via the Web Service 
Description Language (WSDL).  
Service discovery: This layer is responsible for centralizing services into a common 
registry, and providing easy publish/find functionality. Currently, service discovery is 
handled via Universal Description, Discovery, and Integration (UDDI).  
XML has exploded onto the computing scene in recent years. It has gained rapid 
acceptance because it enables diverse computer systems to share data more easily, 
regardless of operating system or programming language. There are dozens of XML 
tools, including parsers and editors that are available for nearly every operating 
system and every programming language, including Java, Perl, Python, C#, C, C++, 
and Ruby. When developers decided to build a web service messaging system, XML 
was therefore a natural choice. There are two main contenders for XML messaging: 
XML-RPC and SOAP [8]. 
3.4.2. Advantages of Web Services in Health Care 
Today the multibillion dollar integrated health care delivery system starts to move 
into Web Services world. In Figure 3.7, a mobile patient monitoring solution based 
on integration of Web Services is shown. The reason behind this movement is that 
the medical applications that were once difficult to integrate now could interoperate 
by XML and SOAP standards. In the healthcare domain there are a lot of applications 
in the enterprise that had fairly steep barriers to interoperability or integration. 
However, those barriers were lowered significantly by breaking the applications into 
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web services. Therefore, if there’s an application somewhere that needs to know what 
medications a patient is on to do some type of disease management and if there exists 
a Web Service enabling the access of such information then the integration is as easy 
as the calling the web service by a web service client. 
 
Figure 3.7 : Web Services integrated in remote patient monitoring 
Another plus was the ability of XML to be easily formatted for the wireless mobile 
devices that are increasingly used by physicians and other clinicians. By the usage of 
XML the healthcare providers do not have to restructure and rewrite their 
applications to work on a PDA or any other device.  
The biggest advantage of web services in healthcare is its capability of combining 
multiple medical applications running on different platforms, so that doctors can see 
them in one unified view. In addition, healthcare providers can create new 
applications on top of their existing applications without replacing that by using web 
services. By using all these advantages, different applications can be brought together 
and all the clinical information can be presented to healthcare professionals in a 
unified way only by implementing a presentation layer. 
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3.5. Symbian OS Smartphones 
The company Symbian Ltd was established as a private independent company in 
June1998 and has its headquarters in the UK. It has over 1000 staff with offices in 
Japan, Sweden, UK, USA and India. Symbian is owned by Ericsson, Nokia, 
Panasonic,Samsung, Siemens and Sony Ericsson [13].  
Psion’s operating system called EPOC is the base for Symbian OS today and the 
acronym EPOC32 is an internal name for Symbian OS. 
The Symbian OS is an operating system for smartphones and there are around 39 
million phones that already surfaced the market. In mid 2005, there where 54 
different phone models from seven manufacturers and yet another 50 models being 
developed by eleven manufacturers. Symbian provides core technology for phone 
manufacturers in form of the Symbian OS operating system. This operating system is 
then adapted to the hardware inside the phone, which is called “base-porting”. The 
hardware can contain anything from one to three different microprocessors, so called 
“single-processor” and “multiprocessor” systems. In multiprocessor systems the 
common partition strategy is to have one processor, the “application processor” (AP) 
running the Symbian OS and the front end user interface (UI) and one or two 
processors running communications such as CDMA, GSM, GPRS, Bluetooth or 
Wireless LAN, the “baseband processor” (BP).  
In one example there is an ARM processor, the AP, running the operating system and 
UI, another one running GSM, GPRS and UMTS, the BP, and finally there is a DSP 
running multimedia related computations. Having three different processors in one 
system is a design challenge and developing an embedded operating system that can 
support a multiprocessor architecture is an even bigger challenge. 
On top of the operating system there is a user interface (UI) and Symbian’s own UI 
iscalled TechView. TechView is mostly used for developing software prior to having 
an actual hardware and in this way the developers can start developing and testing 
features of a new OS in the same time as the new device is under contraction. 
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So what does Symbian Ltd actually produce? Well the intellectual property (IP) of 
Symbian OS operating system. Symbian does not manufacture phones but they 
license the IP to their partners, such as Nokia, Sony Ericsson, Motorola and many 
more. These phone manufacturers then “base-port” the OS towards their hardware, 
and usually they develop their own new user interface. Symbian provides training 
and support in form consultants to their partners. There are around 4700 Symbian OS 
commercially available application provided by different companies. These 
applications could reside on the phone when shipping (ROM based application) or 
sold separately and the installed on the phone, after market applications. 
Symbian OS user interface (UI) is actually the part that users of Symbian OS see. 
There are several different UI’s but the most commonly used are UIQ, Series 60 and 
Series 80. UIQ is developed by Swedish UIQ Technology, a fully owned subsidiary 
of Symbian Ltd. The UIQ UI is used in Motorola and SonyEricsson smartphones 
such as the P800, P900 and the P990. Nokia on the other hand employs around 2000 
developers which is twice us much as Symbian themselves and Nokia has developed 
the Series 60 and Series 80 (Nokia 9300 and 9500) as well as Series 70 (Nokia N-
Gage) and Series 90 (Nokia 7710). Nokia has a UI called FOMA that is targeting the 
Japanese market for the NTT DoCoMo phones. 
Series 60 UI is the one used most commonly by Nokia and it comes in different 
version and capabilities. The latest one is the Series 60 3rd Edition which is based on 
the latest Symbian OS 9.1 which is a full breed real-time operating system (RTOS). 
Non scale examples of user interfaces are displayed in Figure 3.8. 
Symbian OS is not open in the sense of Open Source Software. The source code is 
not publicly available. On the other hand, the source code is provided to Symbian OS 
phone manufacturers and many other partners. The APIs are publicly documented so 
that everyone can develop software for Symbian OS. 
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Figure 3.8 : User interfaces 
3.5.1. The Development Process and Development Tools 
Symbian OS is a complex operating system that requires good development tools as 
well as debugging facilities. The operating system is developed in C++ with 
countless classes and API’s available for developers. The process of development 
includes an analysis of the software requirement and the architecture. The second, 
very important, step is choosing the development and debugging tools. Choosing and 
installing a Software Developers Kit (SDK) for each platform targeted is the third 
step. The forth step is compiling a basic application to verify the configuration of the 
tools used and configuring and testing the debugging tools [14,15].  
There are several development tools, so called Integrated Development Environment 
(IDE), providing the developer with source code editor, ability to compile and 
sometimes even debug, all integrated into a graphical user interface (GUI). 
There are several toolsets for Symbian OS developers such as Metrowerks 
CodeWarrior6, Borland C++ BuilderX Mobile Edition, Microsoft Visual C++, 
Microsoft Visual Studio and Eclipse IDE7. Each of these tools has their benefits and 
drawbacks and it is usually up to the developer to choose their favorite, often by 
which environment they feel more comfortable with [16]. 
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Any old school C++ or Java developers will go for Borland’s toolset since it has been 
around for a long time. A true Windows developer, independent of language will go 
for Visual C++ or Visual Studio and in some cases eMbedded Visual C++. Using 
Microsoft tools, one can also write applications for Symbian OS using Visual Basic 
in combination with AppForge MobileVB8, or with any .NET language using 
AppForge Crossfire9 [14]. 
The open source fans of C++ and Java will go for Eclipse, which is a free of charge 
open source IDE for both C++ and Java. It comes with a set of open source compiler 
and debugging tools such as GNU C Compiler (GCC) and GNU Debugger (GDB). 
For the skilled embedded developers there are ARM Developer Suite (ADS) and 
Metrowerks CodeWarrior. ARM Developer Suite comes with enterprise compiler 
such as ARM RealView Compilation Tools and it is mostly used by embedded 
developers in big enterprises such as phone manufacturers who can afford these quite 
expensive tools. CodeWarrior is a familiar platform for embedded developers 
working with Freescale microprocessors, Motorola 68K and Palm OS. It is also the 
recommended tool for Symbian OS developers. 
3.5.1.1. Metrowerks CodeWarrior 
Unless the developer is extremely skilled in using either Borland’s or Microsoft’s 
tool and very reluctant to change that, Metrowerks CodeWarrior is the number on 
choice for Symbian OS developers. The reasons for that are many, for one ADS and 
ARM RealView are very good tools, but pricy and more then often too advanced for 
Symbian OS developers who do not work on hardware or ROM specific issues. Both 
Borland and Microsoft add to the initial work when creating a new project, its 
configuration and the extra manual task required to make it work. These tools cost 
almost the same as CodeWarrior anyway. Eclipse, which is the free option using 
GCC compiler and GDB have a tendency to compile less efficient code and making 
GDB work with Symbian OS is not an easy task. It is commonly known that GCC 
compilers are less effective than ARM RVCT or Green Hill’s compiler for ARM. 
Green Hill’s compiler is not Symbian OS aware and is not even an option. Even 
though Symbian is part of the Eclipse project, it does not provide official support in 
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Symbian OS for Eclipse as yet. The Carbide project, which is based on Eclipse and 
driven by Nokia, might change that in the future. 
The main reason for choosing CodeWarrior can be Symbian Ltd’s announcement that 
support for Borland and Microsoft will discontinue in the future, making Metrowerks 
CodeWarrior the only officially supported IDE for Symbian OS. This is not quite true 
of writing, since Nokia bought “CodeWarrior for Symbian” from Metrowerks and 
Nokia do provide support for Symbian OS using Eclipse based Carbide as well as a 
support module for Microsoft Visual Studio 2003 .NET. 
SonyEricsson on the other hand only support Metrowerks CodeWarrior as their first 
choice development platform. The subjective choice of tools for this project is 
CodeWarrior, since Eclipse and open source community does correspond to the 
writers values, and both Borland’s and Microsoft’s IDE’s are already familiar tools 
for the writer. 
Prior to installing Metrowerks CodeWarrior, it is required to have some kind of Perl 
engine running, usually ActivePerl 5.610 and a Cygwin11 environment. Efforts 
installing newer version of ActivePerl such as 5.8 may fail. Installing CodeWarrior is 
pretty much straight forward. In addition to CodeWarrior, developers need to install a 
Symbian OS Software Developers Kit (SDK). 
3.5.1.2. Software Developers Kit (SDK) 
As discussed earlier there are several different user interfaces for Symbian, mainly 
Series 60, Series 80 and Series 90 from Nokia and UIQ 2.x and UIQ 3.x from 
SonyEricsson and UIQ. UIQ is a Swedish company owned to 100 % by Symbian Ltd 
and develops user interfaces mainly for SonyEricsson, but also for Motorola and 
other phone manufacturers, while Nokia develops their own UI. 
Series 60 comes in different version including different Feature Packs, like Series 60 
FP 2.0 or Series 60 3rd Edition for Symbian OS 9.x. Nokia 9500 and 9300 
Communicator uses Series 80 SDK. Installation does not pose any serious difficulties 
if Perl and Cygwin are installed. 
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3.5.1.3 Compiling a HelloWorld 
HelloWorld is commonly used to demonstrate a minimal basic application and its 
importance is underestimated, especially on PC platforms such as Windows (Win32). 
On Win32 it might not provide much new knowledge when learning a language, but 
for embedded systems it has two purposes; it teaches the developer which the 
necessary classes must be used for a minimal application and verifies the tool 
settings. 
Using Visual Basic and Microsoft Visual Studio 2005 .NET to write a HelloWorld 
would most probably result in “drawing” one control and providing 3 lines of code, 
including the declaration of a procedure (Sub). For a Series 80 platform this task is 
slightly more advanced and the application is built around one project file (*.MMP), 
one resource file (*.RSS), one resource header file (*.HRH), one C/C++ header file 
(*.H) and five C++ source files (*.CPP). A more advanced version of HelloWorld, 
would include a localization file (*.LOC), separate header files for each source file, 
two bitmaps for an icon and a resource AIF file. 
As commonly known, HelloWorld does not do much more than displaying a string 
“HelloWorld”, but in the case of Symbian, it provides a good starting point. Compile 
the HelloWorld to verify that all tools have been correctly installed, the Perl engine, 
and Cygwin environment, Symbian SDK and CodeWarrior or other IDE.  
The next step is two make changes if the compilation fails, according to numerous 
guides provided with the SDK. It could be a matter of change the PATH or EPOC 
environment variable or installing additional tools that have been forgotten. Making 
an icon for Symbian OS and writing the right macro in the MMP file is a time 
consuming task if done for the first time. Once completed, single stepping and 
debugging the HelloWorld is a necessary part of getting to know the tools and 
making the right configuration. 
3.5.1.4. Debugging 
There are several ways of debugging a Symbian OS application and the easiest way 
to do it is on the PC using an EPOC Emulator. Unfortunately, it is not possible to test 
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all types of applications and it is especially difficult to debug applications that use 
target hardware that is not available on the PC. Secondly the Emulator, as the name 
suggests, does not provide a true behavior of the target. As a consequence of all 
software has to go trough a mandatory test on target. 
The Emulator is a Win32 application and HelloWorld is compiled using an x86 
compiler, so debugging at an assembler level will show Intel x86 (Pentium) registers 
and assembler code. This will add to the differences between the target and the 
Emulator and while application running on the Emulator works fine, it might not 
even compile for the target. 
Given the drawbacks of an Emulator, one would prefer to omit it and always compile 
and test for the target - that might not always be the most effective way. Compiling 
for target, takes slightly longer time, the application has to be packed into a SIS 
installation file, then moved either using IrDA, Bluetooth or serial cable to the phone, 
then finally installed. This takes around 2 minutes for a HelloWorld, and even longer 
for other applications. Unless the developer has access to JTAG support, there is no 
way around it. 
Running the application on target is necessary to test the application, but does not 
provide facilities to single step as easy as while using the Emulator. Once again a 
JTAG would make the job easier, but there are alternatives such as GDB or 
MetroTRK. The GDB has several drawbacks, it is a software debugger that is very 
intrusive and very slow while single stepping. 
There are no guidelines how to make it work using a TCP/IP connection over 
Bluetooth, WLAN, IrDA or serial. Configuring GDB with Bluetooth has not been 
demonstrated, although Symbian claims it is possible, they have not officially 
published their solution. The only way to use GDB is together with an IrDA and a 
Serial COM emulator for IrDA. 
GDB runs as a stub on the target and transmits data between the target and the PC. 
The PC controls the stub and sends breakpoints and retrieves register data. This is 
done over a virtual serial port (COM) using IrDA as the main carrier.  
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Sadly GDB does not help much, since as soon as there is a break in the IR 
communication, the target or PC and in some cases both the phone and the PC have 
to be restarted – a sequence that takes between 1-2 minutes, over a week this would 
add up to couple of hours not including GDB slow performance while stepping. GDB 
is not worth the while, unless it stops crashing the target or the PC and is able to 
recommence communication after an interruption. 
Metrowerks have integrated an alternative debugger into CodeWarrior for easier use 
and configuration. It is called MetroTRK and it looks surprisingly much like GDB. 
MetroTRK is distributed as source files and has to be compiled for each target. To be 
able to do that, the developer must have access to Kernel header files and 
corresponding libraries, which is not commonly available to third party developers. 
This is usually provided to Symbian Platinum Partner who bought the DevKit for 
$25000 annually or for Nokia and SonyEricsson OEM partners. 
MetroTRK can be successfully compiled and installed on the target, a Nokia 9500. 
MetroTRK is slightly faster than GDB, little bit more robust, but it stil fails when IR 
communication is lost. This will be improved in later version of CodeWarrior 
Professional and MetroTRK . 
A good tool for developing software for Symbian OS would be a hardware emulator 
with JTAG support. This would make compilations and running on target much 
faster, making testing and single stepping easier. Unless there is a good relationship 
with a phone manufacturer, there are no chances one will get the specifications for 
JTAG even if an expensive hardware emulator is accessible, and the reason for that is 
security. 
The summary of all the debugging tools is that JTAG and hardware emulator are 
inaccessible for most Symbian developers, GDB and MetroTRK are not worth while 
and the developer’s only friend is the EPOC Emulator on the PC. 
A network connection to the internet, for the EPOC Emulator, can be established, 
using the PC’s network card to send TCP/IP packets. To make it work, the PC should 
preferably have a network interface card (NIC) that support promiscuous mode. From 
the Start menu, use the Network Configuration shortcut that is installed together with 
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the SDK. Configure the settings manually or set it to automatically get the right 
settings from a DHCP Server. To verify the right settings, start the Emulator, press 
on the Nokia.com icon on the desktop and choose Easy WLAN as the Internet Access 
Point (IAP). Try to surf to another webpage by pressing any link or going to another 
webpage. 
Using a regular, wired Ethernet NIC that supports promiscuous mode will make 
things easier, while trying to make it work on a Wireless LAN card without 
promiscuous mode is not possible. It is quite crucial to enable the Emulator to access 
internet when developing an application with the purpose of transferring a file to a 
web server. 
By this time, there should be a well configured IDE such as CodeWarrior, that has 
been tested for compilation and debugging of a simple HelloWorld application and 
the Emulator has to be able to access internet. The only thing that is lacking now is 
the ability to see what is actually being sent over TCP/IP and especially HTTP. For 
this purpose there is a free of charge application called Ethereal13, a fairly common 
tool for any developer write communication software, whether it is Bluetooth, 
WLAN or Ethernet. Ethereal requires additional WinPcap14 software and 
promiscuous mode support on the NIC. 
3.5.2. Python for Series 60 Platform 
Python is a simple, consistent and effective programming language. It is also open 
source, and it can be used for application development, prototyping, and teaching. 
The Python for Series 60 Platform (Python for Series 60) simplifies application 
development and provides a scripting solution for the Symbian C++ and Series 60 
APIs. The release is based on Python 2.2.2 [14]. 
The current version of the Python execution environment is simply a Python script 
that makes it possible to run other Python scripts to be found in the Python folder. 
The execution environment also enables the users to initiate an interactive Python 
console session, which is also implemented as a Python script. In addition, the 
Python execution environment creates a text console that is connected to the 
interpreter’s standard text output streams. This setup is useful for Python for Series60 
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environment evaluation and script development. Python Installer and interactive 
console support have been implemented entirely in Python. 
3.6. Windows CE, Pocket PC and Windows Mobile 5.0 
Microsoft launched their operating system for PDA’s called Windows CE which is 
now at version 5.0 and it is used for custom embedded systems. Today the PDA’s use 
the Pocket PC or the new Windows Mobile 5.0 used for both PDA’s and smart 
phones like Qtek. 
Microsoft is trying hard to gain market shares from traditional telecom giants such as 
Nokia or SonyEricsson with the Windows Mobile 5.0 operating systems. This is 
indeed a difficult task in a field that Microsoft has been operating in for just a short 
period. Skeptics say that Microsoft is unlikely to succeed on the phone market, but 
the same has been said when Microsoft entered the game console market with Xbox 
and was able to gobble up market shares from old school companies like Nintendo, 
Sega and Sony [16]. 
Windows Mobile 5.0 based PDA’s are usually equipped with “monster” 
microprocessors like the Intel PXA270 running at 624 MHz and consuming a waste 
amount of battery power. It is a good choice when power consumption is not an 
issue, due to constant charging, and high performance is required. On the other hand, 
if the computation power of a Symbian based phone is sufficient and battery time is a 
critical factor, as it is in most cases; Symbian OS is the natural choice. 
Except the battery time, which is improving, Windows Mobile has a lot of 
advantages for developers, as a PDA. It is based on .NET Framework making it easy 
for Windows programmers to develop mobile applications using easy to learn 
languages such as Visual Basic, or bit more advanced C# or C++. Another advantage 
is the fairly familiar MS Visual Studio development IDE, although Visual Studio is 
used for development for BREW and Symbian OS, the process is for these operating 
systems is more complicated then the already integrated Windows Mobile and Pocket 
PC solutions. 
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Furthermore Windows Mobile 5.0 Emulator is a true ARM Emulator making many 
Symbian developers raging of envy. This means that applications compiled for the 
ARM Emulator will run on the target without the need of recompiling. It does not 
bypass the step of testing applications on target, but it is definitely increasing the 
possibility to find bugs earlier in the development process. 
Debugging and testing on target is more time consuming; the applications has to be 
compiled, downloaded to the target, installed and the tested, while on the PC it is just 
a matter of setting breakpoints and pressing the play button. 
Symbian does not have an ARM Emulator, and neither does any other mentioned 
platform, which renders the additional overhead of compiling for target (ARM or 
Thumb) even though the applications has been freshly compiled and tested on the 
EPOC Emulator (Intel x86). 
3.7. Sensors 
3.7.1. General Sensor Architecture 
General sensor architecture is given in Figure 3.9 [8]. 
 
Figure 3.9 : General Sensor Architecture [8] 
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The microcontroller manages serial communication, via a UART or I2C link, it 
handles storage, packet formation and communication with the external world, both 
send Tx and receive Rx functions. The UART (Universal Asynchronous 
Receiver/Transmitter) controller is the key component of the serial communications 
subsystem. It takes bytes of data and transmits the individual bits in a sequential 
fashion. At the destination, a second UART re-assembles the bits into complete 
bytes. The microcontroller is also responsible for controlling the display, for timing 
and synchronisation and for storage of the data. 
3.7.2. The MSP430 Microcontroller 
The MSP430 is a 16bit microcontroller originally designed by Texas Instruments in 
the early 1990s. It has a high performance CPU (Central Processing Unit) with an 
extremely low current consumption, and is programmable in C language that many 
programmers and developers are familiar with; it is of higher level than Assembler 
language. It runs at 8 MHz, has up to 10 k RAM, from 1k to 120k Flash memory. 
It can contain a 12 Bit A to D converter, and is ultra low power as it has less than 50 
nA pin leakage, therefore it is particularly well suited for battery powered operations. 
3.7.3. Bluetooth-enabled Sensors 
Wireless technologies considered operate in the same 2.4 GHz spectrum (2.4-2.483 
GHz). The use of other frequency bands is limited by antenna size and international 
regulations. These regulations specify the allowable data rates, power levels, duty 
cycles etc. Because they all operate within a narrow spectrum, interferences between 
them are technically challenging. Frequency hopping does not help a lot because of 
low noise amplifier blocking effects. 
Bluetooth (IEEE 802.15.1) is a low cost (< $5 per radio chip in large volumes), 
mature and safe technology. It was first introduced in 1994 by Ericsson as a way to 
connect mobile phones with accessories. Five companies formed the Bluetooth 
Special Interest Group in 1998 (Ericsson, Intel, IBM, Toshiba and Nokia) and the 
first specification was drafted in 1999. The first retail products were marketed in 
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2001, the Bluetooth specification 1.2 was published in 2003 and Bluetooth 2.0 was 
released in 2005. 
Devices are categorized into three different classes by the power they use. A class 3 
device has a 1 mW transmission power and a range of 0.1-10 meters. A class 2 
device has a transmission power of 1-2.5 mW and a 10-meter range. A class 1 device 
has a transmission power up to 100 mW and a range up to 100 meters. 
A comparison of Bluetooth with other wireless technologies shows the following 
advantages: 
• In Q3 2003, total Bluetooth product shipments worldwide exceeded 1 million 
units per week. In Q4 2005 there are 9 million Bluetooth chips sold every week. 
• Bluetooth devices can be configured either as master (initiating the connection) 
or as slaves (waiting for another device to request communication). 
• Its power consumption is reasonably low for a wide variety of applications (Less 
than 40 mA in emission Tx mode and around 20 µ A in standy or sleep mode) 
and still decreasing with new Bluetooth 2.0 specifications 
• Bluetooth allows “piconets” in which up to 7 devices can be simultaneously 
connected to a master. Piconets can be interconnected between themselves and 
form so called “scatternets”. 
• In September 2003, the FDA approved the first Bluetooth system for medical 
purposes.  
• WiFi or Wireless LAN is used mostly for building high rate-high bandwidth 
stationary links. It is usually meant as a replacement for Ethernet. Many 
applications such as Voice over IP, location based applications, image transfer 
etc. The typical modules are large and cost about 3 times as much as a Bluetooth 
radio. WiFi has too big a power consumption (typically 200 –400 mA in TX 
mode and 20 mA in standby) to be compatible with long term recording or 
transmission. 
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• Zigbee (IEEE 802.15.4) is not yet mainstream: There are no Zigbee access points 
or phones available and it is prone to be suffering from interference in 
environments in which there are other 2.4 Ghz tranmissions such as WiFi (for 
example in hospitals). It is also far from being standardized.  
The protocol used for cable replacement of medical sensors is the RFCOMM 
protocol as displayed in Figure 3.10. which provides emulation of RS232 serial links 
over the L2CAP protocol.  
 
Figure 3.10 : Bluetooth RFCOMM Protocol 
The Link Manager is an essential part of the Bluetooth architecture. It uses Link 
Manager Protocol (LMP) to configure, authenticate and handle the connections 
between Bluetooth devices. It also operates the power management scheme, which is 
divided into three modes: sniff, hold and park. 
Within the hospital environment or large buildings, it will be necessary to have as 
few data collection stations as possible. In order to achieve this, an antenna booster 
can be used; such external antennas can significantly increase the Bluetooth 
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communication range (up to several hundred meters in line of sight). Adding a 5dBi 
antenna allows to connect to a Sony Ericsson phone from up to 230 m and a 14dBi 
antenna such as the D-Link ANT24-1400 model extended the range to 500 meters. 
3.7.3.1 Bluetooth Applications on Devices Supporting Symbian OS 
Symbian OS (from Symbian OS v6.1 onwards) provides software support for 
Bluetooth. Third-party application developers can create their own applications using 
public APIs, for example, for Series 60 Developer Platform 1.0, Series 60 Developer 
Platform 2nd Edition, Series 80 Developer Platform 2.0, and Series 90 Developer 
Platform 2.0. Applications range from simple chat applications to exciting 
multiplayer games. Simultaneous links created from one device to other devices are 
also possible, enabling point-to-multipoint applications [14]. 
Bluetooth also offers possibilities for the use of wireless accessory appliances. A 
developer can write an application for a smartphone that uses a wireless accessory via 
Bluetooth. Possible accessories include bar-code readers, digital pens, health-
monitoring devices, and Global Positioning System (GPS) receivers. 
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4. IMPLEMENTATION: THE DOLPHIN PROJECT 
The main goal of The Dolphin Project is to develop a wireless remote monitoring 
application by using technologies without any licensing issues. Every component in 
this Project can be distributed in terms of GNU General Public License. 
The Dolphin Project is based on a software named SimpleNews. SimpleNews is a 
basic news article management system developed on PHP. 
The wireless application in the project is based on Bluetooth connections which can 
be a reference for wireless patient monitor designs and mobile telemedicine.  
4.1. Used Technologies 
4.1.1. Nokia S60 Platform 
The chosen telephone platform is S60 from Nokia. It is an advanced platform and 
will make it possible to use Cell id and GPS devices according to project intention. 
Nokia has a wide range of smartphones that are built upon the Symbian OS. Nokia 
ship their Symbian phones as Series 60, 80 and 90, which is a custom Symbian 
operation system tailored for Nokia’s mobile devices. 
Nokia S60 has been implemented on many mobile phones, and some of them are: 
Panasonic X700, Nokia 6600, Nokia 6620, Nokia 6680 and Nokia N70. This is a 
small sample of the phones that support this platform. Developers can work in C++ 
(using Symbian OS’ native APIs), the Java language, or Python. Python is the 
language choice of the project. 
The reason behind choosing Nokia’s Series 60 in this project is to utilize the Python 
programming language that has been ported to the platform. Python is a powerful 
script language that makes the creation of an application for a mobile device easy, 
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and furthermore Nokia has made development of an application for their device easy 
with no particular requirement of prior knowledge.  
Using Series 60 will make it possible to utilize a bluetooth GPS device, to get cell 
information and to make an application that make GPS-tracks when using Python. 
Interesting third party applications on S60 phones are significant advantages. 
Nokia 6600 as shown in Figure 4.1 will be used in this project. 
 
Figure 4.1 : Nokia 6600 
4.1.2. Global Positioning System (GPS) 
The Global Positioning System (GPS) is a satellite navigation system. More than two 
dozen GPS satellites broadcasts timing signals by radio to GPS receivers, allowing 
them to accurately determine their location (longitude, latitude, and altitude). This 
project uses a GPS receiver to pinpoint the location of the mobile phone. The 
longitude and latitude values fetched from the GPS receiver will eventually be 
embedded in the URL that is sent to the server. The GPS that the Dolphin Project 
uses is a Holux GPSlim 236 GPS receiver as pictured in Figure 4.2. The mobile 
phone and the GPS receiver will use the Bluetooth technology for communication.  
 
Figure 4.2 : Holux GPSlim 236 GPS Receiver 
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4.1.3 Python for Series 60 Platform 
Python for Series 60 is an implementation of the 2.2.2 version of the Python 
interpreter for the Nokia S60 platform. The implementation includes a selection of 
the standard Python modules, a shell for the launching of Python scripts, a variety of 
native extensions, and a Python Console for interactive development.  
Since Python for Series 60 is open source, developers can easily write their own 
modules for Python for Series 60 using the native Symbian OS C++ APIs.  
4.1.4. Cell ID 
Every phone has a individual phone number to distinguish it from the others. Every 
cell tower also has a special set of identifiers, that will make up an individual 
identity. Set of identifiers are as follows: 
• CID: Cell Base Station Identity 
• LAC: Location Area Code 
• MCC: Mobile Country Code 
• MNC: Mobile Network Code 
Cellular phones connects to the network in a seamless fashion, and thus users are not 
aware that the device constantly switches cell station. At every connection the phone 
registers the identifiers and for this reason it is possible to log Cell id’s if the device 
is set up for such logging. It is not possible for network operators to alter all 
identifiers. The country code (MCC) are set as a standard and not changeable. Some 
identifiers are set by network operators and consequently they are not a fixed 
constant number that belongs to one individual Cell beacon. If a network operator 
changes the CID numbers, a problem will occur in the data stored in services like 
Context Watcher where users contributes to make estimated locations of cell towers. 
Therefore the collected data would be of less value if such identifiers can be altered. 
Operators could even easily protect their property, in this case the location of each 
cell tower, by switching identifiers at random intervals. 
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4.1.5. Database Side 
On the central side below technologies are used: 
• Operation System  : Fedora Core4 
• Programming Language : PHP 
• Web Server  : Apache 
• Database System  : MySQL 
The Dolphin Project is based on SimpleNews which has been developed on PHP. 
SimpleNews is a basic news article management system. 
4.2. The Phone Application, Installation and Setup 
Nokia’s Python solution has the advantage that bluetooth connections is handled 
within the native operating system. The main challenge is to catch and parse the 
output strings from the GPS correctly.  
The bluetooth connector within the code example uses the native phone methods to 
search for and communicate with bluetooth  
Figure 4.3 shows a picture of this bluetooth connector. It is fairly simple while it 
checks if previous bluetooth connections are enabled, if not then it will ask the user 
to make a bluetooth scan and a list of accessable devices are presented within the list. 
This makes the GPS device available for the project. To start the application it needs 
to be sent to the device and installed as a Python script. This will happen almost 
automatically supervised with standard user guidance.  
When the installation is done the application can be executed as a Python script 
within the Python interface. To stop an executed session, the stop button is pressed. 
This interactivity is built in to the Python interface and not part of the developed 
phone application. 
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Figure 4.3 : The Python Phone Application 
A simple class that uses the simple socket module is made. The class is shown in 
Figure 4.4. The constructor of the class opens a socket using the standard socket 
method of the socket module using a constant available on the S60 platform, AF BT, 
and a standard constant, SOCK STREAM. AF BT is a constant that represents the 
bluetooth address family, and SOCK STREAM which represent a socket type. Next 
the bt discover method is used to discover the bluetooth devices connected to the 
phone. When using this method, the user of the phone will see a list of devices on the 
display of the phone, and must choose one of the devices in the list. The function 
returns a pair where the first element is the address of the device chosen by the user, 
and the second is a list of available services on the device. When the user has chosen 
a device, the constructor connects to it using the standard connect method that takes a 
pair as an argument, where the first element is the address to connect to, and the 
second element is the name of the service. The last thing done in the constructor is to 
make a file object associated with the socket so one can read from the connection in a 
similar fashion as when reading regular files. If somehow this part fails and raises an 
exception it will be caught by the application, present an error to the user and quit. 
Once the bluetooth device is connected to the socket, a method called readLine can 
be used to read from it. Since there is already a file object associated with the socket, 
that objects readline method can be simply used. Each line returned from the GPS 
receiver will be according to the NMEA 0183 standard. NMEA 0183 is a data 
specification for communication between marine electronics and GPS receivers. An 
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NMEA line can be seen in figure 4.5, and the description of the different parts of the 
line is found in Table 4.1.  
 
Figure 4.4 : Class for reading information from a GPS receiver 
 
Figure 4.5 : NMEA 0183 Line 
Table 4.1 : Decription of a NMEA Line 
 
Lines starting with $GPRMC are important since they concern the position. The GPS 
receiver returns other information as well, but the $GPRMC lines are the only ones 
used in this project. The status of the line is important as well since it notifies 
whether the information is valid or not. The application will then read lines from the 
GPS until it finds a valid line.  
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Fetching GSM information is done with the “location” module that Nokia offers with 
Python implementation. The only interesting information that will be recorded is the 
cell id. Figure 4.6 shows a bit more thorough code example, and this should have 
been simplified to only return cell id. 
 
Figure 4.6 : The GSM Information Solution 
While the application executes the screen will show GSM information and the 
position that is fetched from the GPSlim 236 GPS device. The Figure 4.3 shows the 
display to the user. This way a user will see changes, and when a sample is appended 
to the log file it will also be printed to screen. 
In Figure 4.7, script for posting the requested datas to the server is given. 
 
Figure 4.7 : HHTP post by Python 
The test server IP address for the project is 160.75.27.200. 
4.3. Application Setup on Database Side 
Fedora Core4, PHP, Apache and MySQL is used on center side. 
Figure 4.8 gives an overview of the operation. 
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Figure 4.8 : Dolphin Project Control Panel 
4.4. Results 
By integrating a Bluetooh GPS Receiver, a Symbian phone and a database, the 
project is implemented. 
Mobile GPS data which is also important for locator systems in health care systems 
has been retrieved and transfered to the server successfully. Dolphin Project will be a 
reference guide for mobile telemedicine applications. 
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5. CONCLUSIONS 
The thesis presents a study of products and research projects existing today within 
wireless remote monitoring and collection of biomedical data. Various types of 
biomedical sensor devices, communication technologies, vendors, applications and 
related standards are evaluated. A sample prototype application based on Symbian 
OS/Python scripting, GPRS and Bluetooth communications has been implemented 
under the name Dolphin Project which will be a global reference for researchers, 
companies, investors and core business in mobile telemedicine market. 
The study focuses on the wireless transmission of measured data from the patient to 
the receiving information system. Expanded definitions of biomedical signals and 
data structure and physical measurement of biomedical parameters, the analysis and 
presentation of collected information are beyond the scope of the work. 
Applications and benefits of wireless remote monitoring are determined in the aspect 
of mobile telemedicine. It can be concluded that it is required to find a good balance 
between a technological approach and health related aspects. 
The technology issues related to the introduction of wireless network technologies in 
health care includes networking support such as location tracking, routing, scalable 
architectures, dependability and quality of access.  
In the project, GPS data and GSM Cell ID are utilized as part of a wireless and 
mobile infrastructure serving health care applications. Location tracking is a vital 
aspect in mobile telemedicine applications. The proposed architecture supports an 
intelligent emergency response and management system. 
Location data is vital in emergency cases like heart attack. By facilitating location 
tracking, the exact place and route of the patient and time of incident can be 
determined with highest accuracy. The location sensor can either be used solely or 
together with a biomedical sensor or monitoring device such as ECG, heart rate and 
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blood pressure monitor. In order to develop a sophisticated healthcare mechanism, a 
similar location tracking facility can be utilized in the routing of emergency vehicles. 
These facilities will improve the efficiency of emergency management system. 
Many of the health care applications would benefit from the location tracking of 
patients and supplies. Location tracking can be utilized for locating organ donors, 
finding people with matching blood groups and providing care for old and mentally 
disordered people at home, hospital and outdoors. 
The medical aspects are very important in realizing wireless network technologies in 
health care. The management of health care can bring a revolution in terms of how 
wireless network technologies in the health care environment is implemented, offered 
and managed. The usability and integration of wireless-based solutions in health care 
is another challenge. 
The requirements include reliable architectures, global access to wireless networks, 
real-time support for download and upload of data, quality of service and adequate 
bandwidth and uninterrupted sessions. The scalability of the system should be 
designed depending on the number of users, incidents and coverage areas of 
networks. 
In mobile telemedicine, real-time monitoring can be an important issue especially for 
emergency cases and vital medical data monitoring. There can be significant delays 
in a network which may interrupt the arrival of packages. Buffering the packages to 
reconstruct the data in the correct order can be a solution. However, the problem 
faced by most of the monitor manufacturers is this buffer delay. Mainly for ECG 
monitoring, the ECG waveform should be acquired immediately even while timing of 
many waveforms are synchronized in order to be related to real-time events with a 
short buffer delay. Thus, in order to avoid long buffering, reliable aspects should be 
met by TCP/IP and better quality of service offered by GSM operators and ISPs. 
Another constraint is dead spots which can be faced in wireless and mobile networks. 
A monitor should work continuously and especially for indoor applications with 
Bluetooth utilization, several aerials may be required in order to constitute a better 
wireless coverage. As the system will receive several copies of the same signal from 
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different aerials, signal processing would be necessary leading to a higher 
implementation cost. 
Required standards related with healthcare and interoperability should be issued and 
completed by responsible and voluntary organizations and bodies in short term. 
Mobile telemedicine and wireless remote monitoring are developing each day 
approaching to a wide scale within the health care environment.  
The contribution of this work is covering the design of infrastructure for health care 
applications, resulting requirements and network infrastructure for several health care 
applications and identifying the health care applications which can have the most 
potential for wireless technologies. 
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